P2 4E SIS ERA
2 B 4 L= 2 = 202302723005
B S & A K E ilA| R TFEI

Lk = 306-707 S ¥ B O[E] 2024.12.24

Efr R K FHE ISR



(RISLRIRE) EHE R

LI S N B IRHEN TS DA R EK
(D RH A4 Q21emx29.7cm) HEEER, HEET, L NEARMAYTT
JOEEESN 3em; TRE KRG : FE5 /N4 5, BORIK, TSR EECT
A Times New Roman, 713017, #1736 F; TUHIFEIASFHN 2.5cm, TR ET
T, B, RN S SRRMEECTEM | FFEESRHE, BEAYw T,

(2) MEIEERZ ATIZIIPARE, FRETNRIK, F—Fhrd v 5h 4 5,

HRBPINENN 4 55 NEFFSHE—FH— 7 <= 7, BER
e (=) 70« (Z) 7. , BB=RAHCL, 20 , B
< (D 0« Q) 7L, ilg RS,

(3) IESCHE., REFHIXFTFSEIHN 5 5,

ii



(MK THE) KRS

B=

1

T B BT G R 5
R T e 5
2.1 BRI R B 5
2.2 BRI T 7
2.3 RN IR 7
2.3, FRINE] 7
S T BR 13
R D R R 14
A BB R 14
42 B BRI RS R R B L. 17
42 B R 17
4.2.2 BEEROERFR Eth-Trunk THEEFBEO IP ML ... 19
423 B BRI EREII VLAN TIRE . 21
43 B B E AR 25
44 BB ORI RBIE R IR 27
441 BB IR AR BE 28
45 BB BRI A B R 0 .ot 31
451 FEBREHBR EZBE VRRP ... 31
452 BEB ARL F AR BOBREE ... .o 32
453 B BRI I B E .. 32
454 Bo BRI DB B B B 33
4.6 B BRI O 35
47 BB E A B 37
471 BEEEOMKBIBED T .o 37
4.7.2 BB R I A L 38
4.7.3 BOB DHOP BRSE 2R o i 41
4.7.4 BCE STP LRI RBIIRER . . 43
475 ORI RECE NAT ... 45
4.7.6 B RIEB TR B I 50
477 B BRI 52
4.7.8 EBE Web BRZZ235 DNS ARSZ 3% ..o 52
479 BB TR B B B o 52
48 TR R 52
4.8 I S 53
4.8.2 FAPITHIR] Web BRS3 B8 . o 56
4.83 HRPITHIE] Web BRS3Bm oo 60
4.8.4 AARIFEFRIIZEIE. NAT IIESHEOMX BFDIIE ... 62
485 BRI R ARG R IUTEIE 65
486 TR EIUE ... 72
S R 74
5.0 PR R 74
5.2 DM R T 75



(MK THE) KRS

5.2.1 ZHAKHTIOM R B 75
5.2.2 — IR R 78
523 AR R E 78
B T 79

EB=x

Figure 1 LD RINE ... 8
Figure 2 BEBIRFNE ... .. 8
Figure 3 MUABIEMRELRE ... 15
Figure 4 HUABBEEELRE ... 16
Figure 5 B ERMERIE 1. . 36
Figure 6 FHASEIHLIAE (F, FWI1) .o 40
Figure 7 BAAIERAIAEE (B, FW2) o, 41
Figure 8 PC1 HZHFREX IP ik #0 DNS BRSSERMbIE ... 43
Figure 9 BRIl (FEB) oo 44
Figure 10 ARTINAT BB R ... 48
Figure 11 ARTNAT BB BAE R ..o 49
Figure 12 BEEBIETVEBTBIERARIARBETARIA M ..o 51
Figure 13 PC1 ping 28 BOSS .. ..ttt ettt et ettt et 54
Figure 14 PC2 Ping T8 ASSO « .. u vttt ettt ettt et ettt et e 55
Figure 15 Asso 8id IP 1518 Web ARSZ88 ..o 57
Figure 16 Asso JBITTHIAl Web BRSZER ..o ovinii i 59
Figure 17 Asso ITTAIA Web ARSZ28 ... 61
Figure 18 1K ping BT ..o 63
Figure 19 1K ping BT ..o 64
Figure 20 BE I TAEBTER ..o 66
Figure 21 B A& TRETERSRERap FUREIEE (ping BT) ...ooviviiiii, 67
Figure 22 B XIE TFETEXSRER e FUREIEE (ping B) ..o 68
Figure 23 BHASEIE TR B 69
Figure 24 B XIE3E TARRTERSRBGap ARENEIE (ping BI) ...oovvviiii, 70
Figure 25 B AIE3E TIERTERSRBG e AR BIE (ping[F) ..o, 71
Figure 26 Untrust BRI ITIETAIR Trust BRIg ... 72
Figure 27 BeBAMENNBESIRERIP #u4E ... 73
Figure 28 AAMENTEBTNIRENIP #udik ... 74
Figure 29 BB K dE . 76
Figure 30 BB A E . 77



(MK THE) KRS

1 RIEERNSER
1L RBER D BEARE, LR RRENRENLDSRES, B IENERIRE
AN,

2. RIAES RS~ DS HFIR BB R,

— RN TREEF RO, TRE SR SR, MR SIE, R
SEE. RGMASEE, TERWSE S TN, RPEfS5NHRG I, BB T/EEX,
FREGER, BERARGEMEIMNG TSI T, HAB KEIER ERRE, hih K
TR, PHABCE LRI, —Wes TR U 2 IR TR R SEPRiRR, SRR,
IR EBCNA REFR = E CHI7K P

2 /KD

5B =B A R R AT R 2% B R, T 8 T SR A 5 B 7 A BRI
EESPY/ iy E S

21 BRAMRES

P& TREIUH TR il &

TIHAR: 5= R A AR R ML TRRH
BN A

AN B = N2% TARELAH IR A ]

H#H: 2024 12 A

—, WHER

5 = FAF (UR AR St A w]”) H RTIEAE MUK A RLUE MR R M 48 5L, 5
RN NEN ZE, RENMEGINE, SFAR RN TEHEH, BdEFiEk
RRAFY TR K, T B AT MEREMEOR TAFAIR, FFRTss = M4 TR
AT (BUNEAR<IRA) BATMIZMKL Bt SR 4E,

= TH EHAR

ARIH B E 2 HARR N — M s R AR SRS R SE, #IRATH R TAE
BN 77 (R MR B RN S MR B, (RIS, Mzt e 2, AIEeia Topss, fRIP A
A BAE A2 INAR U, EAh, WL B RATFRIY Frelt, RENS SCHpACR LS54 KA
BRI
=, FRIER

(—) M =K




(MK THE) KRS

SRR, MSHEEITADARXE, SWE. REHEIE AKX,
AN, TAEARIIAEPIRBICR M E &, S R TSI AT EEA.

(Z) MZgERERR R
W28 T SCRF gL i, B PR B3 T RERS s R AT AR 55 A AN R EL I KA
(=) Mgz eFmR

auhE b K, RIFET AR ZE A2 SNER A AN RIFRI ] Z R 45 it B 7R 1A TR
i, WHRBUREIRRZ 2, R, FF3GHefE R Tl VPN 2215 R 2 6] N,

(V9) P88 B K

FITH M 4s iR s i SRR P, 75 (48 B T OO TRCE AL 72, 28I e
&, BT EHEENZ 29T, MEE B R TR IR VT A E B 4515 A

(F1) MY K

DO 225 5 91 B 0% ) B 1A B, ASSEAR SR A R IR B B o SR8 T 7 5 1B
RREIBIARTIE, HORBENS SRR R S HI RN I 25

(7R) RSG5 nfr i oK

TN B E]HY Web AR5 A AR AR 55 e 12 A R I 4512, RIS, FREfPREE 2
BAEr e s Pk =577,

(t) &umigesRoR

BT T FIN, FTEDRL SR A AR B N2, XU NI, WAL
S A AL, RS DA ERITRELT.
VO, T 2 2R

Wi H 2 N A RS S BRI 28 PR MBI RS TT 5 T 2% e B 2238 B
PR, s RIS IHRE S, MBS BRGNS RIEI, DIRIE Y (L
WIS, RARRCE S, BIETME), MEHRAESRZETE 3 MHRNEN, WiER
T R, AR NI,

i, PSREER
L A BTGRP, LR AR S 77 SO TS, Tl e e 2
FRMIFR IR, ARBEN LRI,
7N HAESR
(—) FIFR

WH SEhEse e, AR e AR IT HIASRBEHH SRS R RROERI 4R 511, #fR
HAES IR AT H B R 2
(—

) BIERSS




(MK THE) KRS

WrIR R MR | SRR BB EIRSS, WIRREYED ., WlRHEE MRS R AR,
TAPRHR LT x 2/ N HUEORSCRIA,  WRPRAE H I XS R REAS A2 I I B

2.2 BRSHh

N RS R RAERI 2R TR 5K, 2t iR F 2 MUTEROR, B0, TR RIS R TR
P (VRRP) LR ESQH ] IE, Bl ik B i, ok, s 3R S 1R (Eth-trunk)
TRTHI L BERIRERS AT 5B, FERlRAEMRDESENBZA, [N, HEBESORH THROZ 6L
AITCRANY R, WRERMZE A= RCE PRSI, VLAN SR TR N FERT T2 2 XIR,
CRINZS I R AR 5 22t P ks HERGNEE SRS EOR, TR IS 2 257 RS
Mo WG, TCEME SHRH T KRB ARIVIZREN, RIS 1) 42T E 5%,

NRIRHERIM I TR Z 2 AN AR e TR, B, REMAHHS (ARL, AR2) {EX
ISR, SCRF VRRP R HIR, BoDETREM G SR EERORIIZZ AL (LSW1, LSW2),
RTFERS M RNZZIAUN K, ABRFEZ Gl (LSW3, LSW4, LSW5) AT
BRI AR, W1 PC, IRSSERSE, Bk TH, REMANI K (FW1, FW2) HTM4%e
Bidr, RO, AN, ETRESL TELEAR (AP) AT IE&MeE S, BARE, &
RO 2 G EG. 5 AL 2 APKEE NG TIEERAR, WRMNSH2mESES

v
=BT,

2.3 RIPEIR
NHAHRINERNREIERE, AR A KM RNRTH TR,
2.3.1 #R$E

PRRBER HIFEFNEIAN Figure 1 fin (WURTD):



(BT EHIRE

ARKE (AMREL

HOM%

PIFA O F K m

TrustXi
DMZIX 3,
AE LSW3 (77 ) X gLSwa oy
N EP5) mackkOZ4 MACHE O %4 505 =3

S Trust[X

DHCP
E e & - wwpas L \j
I manaz L:J o hioh LJ % £y

pct1 VLAN11le DataServer WebServer AP1

REA £ 55 e 2%

Figure 1: SRR ME]

LA 2 &, ENHEVHE EREEMASFRRR, HETEH THEERAR, BDLDZER 2
BRBHEZE A — D%, A, BT RN, BT AT Z RO RA
AN VPN 7RG, XS VPN SEBITEZER ] DAY 2 D iks, BSOS E ham i 2
NN TIPS, INEFR,

LSW4

Figure 2: IZ35HR$MNE]
ETIRGHIEIERER (hibR):



(B TE) LIRS

REHRW | #O | &ERRE | WAEO IP il SRR ID | VLAN &
LSW1 | g0/0/1 | LSW2 g0/0/1 - 6 - AT5 Lsw2 AEHSE RS (iStack)
LSW1 | g0/0/7 | LSW2 g0/0/7 - 6 - FAF5 Lsw2 LAEHE RS (iStack)
LSW1 | g0/0/3 AR1 g0/0/4 | 192.168.10.1/24 2 VLAN10 EEHOM ¥ AR1
LSW1 | g0/0/4 AR2 g0/0/4 | 192.168.10.1/24 4 VLAN10 EEH O ¥ AR2
LSW1 | g0/0/5 | LSW3 £0/0/3 | 192.168.110.1/24 - VLAN110 EEEAB N LSW3
LSW1 | go/0/6 | LSW4 g0/0/3 | 192.168.120.1/24 - VLAN120 VEEE A B ATHEA LSW4
LSW1 | g0/0/8 | FW1 g0/0/0 | 192.168.20.1/24 3 VLAN20 OB A EEES - AT
LSW1 | g0/0/9 FW1 g0/0/1 | 192.168.30.1/24 8 VLAN30 H ARG A dEsE -l
LSW1 [go0/0/10 | FWwW2 g0/0/0 | 192.168.20.1/24 9 VLAN20 H O RS A SE -4
LSW1 |g0/0/11| FW2 g0/0/1 | 192.168.30.1/24 10 VLAN30 H IR A s - pa il
LSW1 | g0/0/13| LSW2 [ g0/0/13 - - - FAF%E#MN (CORE-mad)
LSW2 | g0/0/1 | LSW1 g0/0/1 - 6 - AT5 Lswi1 AEHEERS (iStack)
LSW2 | g0/0/7 | LSWI g0/0/7 - 6 - AT5 Lsw1 AEHSERS (iStack)
LSW2 | g0/0/3 AR1 g0/0/5 | 192.168.10.1/24 2 VLAN10 EEHOM ¥ AR1
LSW2 | g0/0/4 AR2 g0/0/5 | 192.168.10.1/24 4 VLAN10 EEHOM ¥ AR2
LSW2 | g0/0/5 | LSW5 g0/0/4 | 192.168.130.1/24 11 VLAN130 EEEA RN LSW5
LSW2 | g0/0/6 | LSW5 £0/0/5 | 192.168.130.1/24 11 VLAN130 EEEABIEN LSW5
LSW2 | g0/0/8 | FW1 g0/0/2 | 192.168.20.1/24 3 VLAN20 B OB A BEEs - AT
LSW2 | g0/0/9 | FW1 g0/0/3 | 192.168.30.1/24 8 VLAN30 s OB A EEEs - e )
LSW2 [ go0/0/10 | FWwW2 g0/0/2 | 192.168.20.1/24 9 VLAN20 H O RS A SESE -4
LSW2 [g0/0/11| FWwW2 g0/0/3 | 192.168.30.1/24 10 VLAN30 H O RS A SE -l
LSW2 | g0/0/13 | LSW1 [ g0/0/13 - - - FAF%E#N (CORE-mad)

Table 1: #% /DR ALIAINR




(B TE) LIRS

RS | #O | EEeE | MAEO IP #hik $ERESRE ID | VLAN g
AR1 | g0/0/2 AR3 g0/0/0 - - - EERMEO AR3
AR1 | g0/0/4| LSWI1 g0/0/3 | 192.168.10.2/24 2 - AREHBEREERA
AR1 [ g0/0/5| LSW2 g0/0/3 | 192.168.10.2/24 2 - AREHERERHESRA
AR2 | g0/0/3 AR4 g0/0/1 - . - EEANMEO AR4
AR2 | g0/0/4 LSW1 g0/0/4 192.168.10.3/24 4 - AREEREEZEHEERSR
AR2 | g0/0/5 LSW2 g0/0/4 192.168.10.3/24 4 - AREHBEEESRA
AR3 | g0/0/0 AR1 £0/0/2 - - - EFEAMEO ARI
AR3 [ g0/0/1 | AAERERERER |  RA - - - EENEBMNLE
VRRP - CORE - 192.168.10.100/24 - - | VRRP W XE# Public X1
Table 2: HH AW KIAF TR
IRERW | B0 | EELE | WAEO| it | HERRSID| VLAN &
PC1 320 | LSW3 g0/0/1 - - VLAN110 | BF VLAN110
PC2 s=0| Lsws 20/0/2 - - VLAN110 | BF VLAN110
Asso 250 LSw4 g0/0/1 - - VLAN120 | E3F VLAN120
Boss 6 =0 | LSW4 g0/0/2 - - VLAN120 | 3 VLAN120
WebServer | N/A LSW5 g0/0/2 | 192.168.130.10 - - Web AR5 3%
DataServer | N/A LSW5 g0/0/2 | 192.168.130.10 - - BIRERSS 25

Table 3: ZiHIK & 5 RSZIAFIR
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(B TE) LIRS

IRERN O EFIgE | WAEO| pihit | 5EEREES ID| VLAN g
LSW3 g0/0/1 PC1 350 - - - Access
LSW3 g0/0/2 PC2 8 =0 - - - Access
LSW3 g0/0/3 LSW1 g0/0/5 - - VLAN110 Trunk
LSW3 0/0/4 LSW2 - - - - -

LSW3 | g0/0/5~g0/0/7 | $TEAILE | A9 ED - - - HEANG&EmO
LSW4 £0/0/1 Asso 250 - - - Access
LSW4 g0/0/2 Boss 6 =50 - - - Access
LSW4 g0/0/3 LSW1 g0/0/6 - - VLAN120 Trunk
LSW4 [ g0/0/4~g0/0/7 | FTENIRE | Ao O - - - FrEALHIRA
LSW5 £0/0/2 DataServer | A4 & 0 | 192.168.130.10 - - Web AR 55251t
LSW5 g0/0/2 WebServer | R4#0 | 192.168.130.10 - - DNS AR5 25ttt
LSW5 g0/0/3 AP1 AN - - - -

LSW5 0/0/4 LSW2 g0/0/5 - - - -

LSW5 g0/0/5 LSW2 g0/0/6 - - - -

Table 4: £ AR AL AR
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(B TE) LIRS

&R | B0 | EEgE | WAEDO 1P Hhiit §EIRIRA ID | VLAN &1
FW1 |g0/0/0 | LSW1 g0/0/8 | 192.168.20.2/24 3 VLAN20 | HORAKESSESHE-4MI
FW1 |g0/0/1| LSW1 g0/0/9 | 192.168.30.2/24 8 VLAN30 | HORA RS HE-AM
FW1 | g0/0/2| LSW2 g0/0/8 | 192.168.20.2/24 3 VLAN20 | HORAKESSSHE-4MI
FW1 | g0/0/3| LSW2 g0/0/9 | 192.168.30.2/24 8 VLAN30 | HORA RS HE-RM
FW1 | g0/0/4| FWwW2 0/0/4 10.1.1.1/24 7 - FF AR MEEERS
FW1 | g0/0/5| FWwW2 g0/0/5 10.1.1.1/24 7 - FF AR MEEERS
FW2 | g0/0/0 | LSW1 g0/0/10 | 192.168.20.3/24 3 VLAN20 | HORAKESSESHE-4MI
FW2 |g0/0/1| LSW1 g0/0/11 | 192.168.30.3/24 8 VLAN30 | HORA RS HE-RM
FW2 | g0/0/2| LSW2 g0/0/10 | 192.168.20.3/24 3 VLAN20 | HORAKESSESHE-4MI
FW2 | g0/0/3| LSW2 g0/0/11 | 192.168.30.3/24 8 VLAN30 | HORA RS HE-AM
FW2 | g0/0/4| FW1 £0/0/4 10.1.1.2/24 7 - FAF AR MEEERS
FW2 | g0/0/5| FWwW1 g0/0/5 10.1.1.2/24 7 - FAF AR MEEERS

Table 5: BF XIEIRIM K
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(B TE) LIRS

3 LR E

KRBT KHES KERE A= P el
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Windows 10 24H4
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(B TE) LIRS
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(B TE) LIRS

Figure 4: §IAEE miEL4E
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(B TE) LIRS

4.2 BeBZROBMERAERINGE
4.2.1 HBE RS

TEMACBC B R A, G AR HIZ B SN [ stack-port 0/1 X B ARG [, DA RE AR % & AR HES i [ stack-port 0/2 X B

Py, AN B A,
1. ReEZIEHS IO FMAYIERSIRO,

- BCi& Lsw1 B9Ik35 00 g0/0/1. g0/0/7 FMPERRL RIRE, HANARIAENAYZAEHS IR,

<HUAWEI> system-view

[HUAWEI] sysname LSW1

[LSW1] interface stack-port 0/1
[LSW1-stack-port@/1] port interface
Warning: Enablingstack function may
Info: This operation may take a few
[LSW1-stack-port@/1] quit

[LSW1] interface stack-port 0/2
[LSW1-stack-port@/2] port interface
Warning: Enablingstack function may
Info: This operation may take a few
[LSW1-stack-port@/2] quit

ge/e/1 enable

cause configuration loss on the interface.

seconds. Please wait.

ge/e/7 enable

cause configuration loss on the interface.

seconds. Please wait.

- B2 Lsw2 Bl 530 go/0/1. g0/0/7 AWMIEERGRIRE, FIMARMERMAIZEMSEIEO,

<HUAWEI> system-view

[HUAWEI] sysname LSW2

[LSW2] interface stack-port 0/1
[LSW2-stack-port@/1] port interface
Warning: Enablingstack function may
Info: This operation may take a few
[LSW2-stack-port@/1] quit

[LSW2] interface stack-port 0/2
[LSW2-stack-port@/2] port interface
Warning: Enablingstack function may

ge/e/1 enable

cause configuration loss on the interface.

seconds. Please wait.

ge/e/7 enable

cause configuration loss on the interface.

17
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(B TE) LIRS

Info: This operation may take a few seconds. Please wait.
[LSW2-stack-port@/2] quit

. EoEHSE D MHESMER

. BCi& LSW1 RIS LSRRI 200,

[LSW1] stack slot @ priority 200
Warning: Do not frequently modify the Priority because it will make the stack split. Continue? [Y/N]:y

- ECiE LSW2 B9HEE ID (B Slot) M 1.

[LSW2] stack slot @ renumber 1

Warning: All the configurations related to the slot ID will be lost after the slot ID is modified.

Do not frequently modify the slot ID because it will make the stack split. Continue? [Y/N]:y

Info: Stack configuration has been changed, and the device needs to restart to make the configuration effective.

- AERIRELE. ERFARE TAA save %, REREER.

4. RAR&EFRINF IS5

o XA LSW1. LSW2,
- KESNLSW1, FRF 2 9MEA, ERNVEBRERELSWI 25, BEIILSW2,
. WIOHECELE R [FF display stack P EFHERTS, WHERWT :

[CORE]disp stack

Stack mode: Service-port

Stack topology type: Ring

Stack system MAC: 6012-3c9a-5ff0

MAC switch delay time: 10 min

Stack reserved VLAN: 4093

Slot of the active management port: --

Slot Role MAC Address Priority Device Type
0 Master 6012-3c9a-5ff@ 200 S§57355-S24T4S-A
1 Standby 642c-accl-5970 100 §57355-S24T4S-A

18



(B TE) LIRS

WHETR T HERNINSER, SHEHSIRI. HEIRHIEE, HERY MAC ik, MAC tHREEREYE, #ERE VLAN, BUEEEIRD
BRI, B MMEMAR. MAC i, RAERMIGESE, Hp, AL o0 B Priority 79 200, &I 1 B9 Priority 9 100, EFRSFHIELL 0 &
KM Master B, L 17 Standby A, BRIMF LBEBFRIDZFREFAAFELENEFHAE T,

CEZEME, MaREFHAR—MESRS, 28 EFEN RS, 50 CORE, FNBLER. 1EESMIECES, KL CORE fENIREHIR,

4.2.2 B BEZOERR Eth-Trunk THEEFIIED 1P Huht

I B R B OB S NS S HIER Y PR R Ak, DR SRR 0 DE A m] S0k,
1. 6132 Eth-Trunk1, FAFE#E AR1, FMA Eth-Trunk X GEEO,

[CORE] interface Eth-Trunk 1
[CORE-Eth-Trunkl] mode lacp
[CORE-Eth-Trunkl] quit

[CORE] interface GigabitEthernet 0/0/3
[CORE-GigabitEthernet@/0/3] Eth-Trunk 1
[CORE-GigabitEthernet@/0/3] quit

[CORE] interface GigabitEthernet 1/0/3
[CORE-GigabitEthernetl/@/3] Eth-Trunk 1
[CORE-GigabitEthernet1/@/3] quit

2. BI% Eth-Trunk2, FFiE#E AR2, FNA Eth-Trunk FXRIZEO,

[CORE] interface Eth-Trunk 2
[CORE-Eth-Trunk2] mode lacp
[CORE-Eth-Trunk2] quit

[CORE] interface GigabitEthernet ©/0/4
[CORE-GigabitEthernet@/@/4] Eth-Trunk 2
[CORE-GigabitEthernet@/@/4] quit

[CORE] interface GigabitEthernet 1/0/4
[CORE-GigabitEthernetl/0/4] Eth-Trunk 2
[CORE-GigabitEthernetl/0/4] quit

3. €l Eth-Trunk3, FAFE#HE FW1 (4MI), FINA Eth-Trunk KGO,

19



(B TE) LIRS

[CORE] interface Eth-Trunk 3
[CORE-Eth-Trunk3] mode Llacp
[CORE-Eth-Trunk3] quit

[CORE] interface GigabitEthernet 0/0/8
[CORE-GigabitEthernet@/0/8] Eth-Trunk 3
[CORE-GigabitEthernet0/0/8] quit

[CORE] interface GigabitEthernet 1/0/8
[CORE-GigabitEthernetl/0/8] Eth-Trunk 3
[CORE-GigabitEthernet1/0/8] quit

4. 8% Eth-Trunk4, FIFERE FW1 (BM), FIOA Eth-Trunk X5,

[CORE] interface Eth-Trunk 4
[CORE-Eth-Trunk4] mode lacp
[CORE-Eth-Trunk4] quit

[CORE] interface GigabitEthernet 0/0/9
[CORE-GigabitEthernet@/@/9] Eth-Trunk 4
[CORE-GigabitEthernet0/0/9] quit

[CORE] interface GigabitEthernet 1/0/9
[CORE-GigabitEthernet1/@/9] Eth-Trunk 4
[CORE-GigabitEthernetl/0/9] quit

5. 8l Eth-Trunk5, AFEE FW2 (4M1]), FHiMA Eth-Trunk B ZEEO,

[CORE] interface Eth-Trunk 5
[CORE-Eth-Trunk5] mode lacp
[CORE-Eth-Trunk5] quit

[CORE] interface GigabitEthernet 0/0/10
[CORE-GigabitEthernet®/0/10] Eth-Trunk 5
[CORE-GigabitEthernet@/0/10] quit

[CORE] interface GigabitEthernet 1/0/10
[CORE-GigabitEthernetl/0/10] Eth-Trunk 5
[CORE-GigabitEthernetl/0/10] quit

6. B3 Eth-Trunke, FIFiE# FW2 (BMI), FFI0A Eth-Trunk FXZE#EA,

20



(B TE) LIRS

[CORE] interface Eth-Trunk 6
[CORE-Eth-Trunké] mode lacp
[CORE-Eth-Trunké6] quit

[CORE] interface GigabitEthernet 0/0/11
[CORE-GigabitEthernet@/@/11] Eth-Trunk 6
[CORE-GigabitEthernet0/0/11] quit

[CORE] interface GigabitEthernet 1/0/11
[CORE-GigabitEthernetl/@/11] Eth-Trunk 6
[CORE-GigabitEthernet1/0/11] quit

4.2.3 BEEBEZUEEEAY VLAN IhgE

i ATEECE, ZOREE EIIERIRSETE T 2 > VPN 526 Private 5 Public, B 1EANRE, FRAMSINIREEERIERE; BMEFINX
TEEEZ N VLAN, HESD Eth # 0 _ERH VLAN I A, (& HCRIRHIS RE RIS EIERE, AP EH T VLANBCE, H NS VLAN AL
B VLANIF £ 09 1P sk,

1. Bl VLAN #F B & VLANIF #0,

[CORE] vlan batch 10 20 30 110 120 130
[CORE] interface Vlanif 10

[CORE-Vlanif1@] ip address 192.168.10.1 24
[CORE-Vlanifl10] quit

[CORE] interface Vlanif 20
[CORE-V1lanif20] ip address 192.168.20.1 24
[CORE-V1lanif20] quit

[CORE] interface Vlanif 30
[CORE-V1anif3@] ip address 192.168.30.1 24
[CORE-Vlanif30] quit

[CORE] interface Vlianif 110
[CORE-V1anif110] ip address 192.168.110.1 24
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[CORE-Vlanifi11@]

[CORE] interface
[CORE-Vlanif120]
[CORE-V1lanif120]

[CORE] interface
[CORE-Vlanifi130]
[CORE-Vlanif130]

quit

Vianif 120
ip address 192.168.120.1 24
quit

Vianif 130
ip address 192.168.130.1 24
quit

2. B2i& Eth-Trunk BY VLAN F2iF515R
« B2& Eth-Trunkl F&iF VLAN10,

[CORE] interface Eth-Trunk 1

[CORE-Eth-Trunkl] port link-type trunk
[CORE-Eth-Trunkl] port trunk allow-pass vlan 10
[CORE-Eth-Trunkl] quit

 EZ& Eth-Trunk2 f21F VLAN10,

[CORE] interface Eth-Trunk 2

[CORE-Eth-Trunk2] port link-type trunk
[CORE-Eth-Trunk2] port trunk allow-pass vlan 10
[CORE-Eth-Trunk2] quit

. B2 Eth-Trunk3 f21F VLAN20,

[CORE] interface Eth-Trunk 3

[CORE-Eth-Trunk3] port link-type trunk
[CORE-Eth-Trunk3] port trunk allow-pass vlan 20
[CORE-Eth-Trunk3] quit

+ B2 Eth-Trunk4 733 VLAN30,
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[CORE] interface Eth-Trunk 4

[CORE-Eth-Trunk4] port link-type trunk
[CORE-Eth-Trunk4] port trunk allow-pass vlan 30
[CORE-Eth-Trunk4] quit

. B2{& Eth-Trunk5 21 VLAN20,

[CORE] interface Eth-Trunk S

[CORE-Eth-Trunk5] port link-type trunk
[CORE-Eth-Trunk5] port trunk allow-pass vlan 20
[CORE-Eth-Trunk5] quit

+ B2 Eth-Trunké 33 VLAN30,

[CORE] interface Eth-Trunk 6

[CORE-Eth-Trunké] port link-type trunk
[CORE-Eth-Trunké6] port trunk allow-pass vlan 30
[CORE-Eth-Trunké6] quit

« B2& Eth-Trunk7 FoiF VLAN130,

[CORE] interface Eth-Trunk 7
[CORE-Eth-Trunk7] port link-type trunk

[CORE-Eth-Trunk7] port trunk allow-pass vlan 130

[CORE-Eth-Trunk7] quit

[CORE]disp vlan
The total number of VLANs is: 8

U: Up; D: Down; TG: Tagged; UT: Untagged;
MP: Vlan-mapping; ST: Vlan-stacking;
#: ProtocolTransparent-vlan; *: Management-vlan;
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VID Type Ports

1 common UT:GE@/0/2(D) GE@/e/5(U) GE@/e/6(U) GE@/0/12(D)
GE@/0/13(U) GE@/@/14(D) GE@/0/15(D) GE@/0/16(D)
GE@/e/17(D) GE@/0/18(D) GE@/0/19(D) GE@/e/20(D)
GE@/@/21(D) GE@/e/22(D) GE@/@/23(D) GE@/@/25(D)
GE@/0/26(D) GE@/0/27(D) GE@/0/28(D) GE1/0/2(D)
GE1/@/6(U) GE1/0/12(U) GE1/0/13(U) GE1/0/14(D)
GE1/0/16(D) GE1/0/17(D) GE1/0/18(D) GE1/0/19(D)
GE1l/@/20(D) GE1/0/21(D) GE1/0/22(D) GE1/0/23(D)
GE1/0/24(D) GE1/0/25(D) GE1/0/26(D) GE1/0/27(D)
GE1/0/28(D) Eth-Trunk1(U) Eth-Trunk2(U) Eth-Trunk10(D)

Eth-Trunk20(D)
10  common TG:GE1/0/12(U)
20 common UT:Eth-Trunk3(U)
TG:GE1/0/12(U)
UT:Eth-Trunk4(U)
TG:GE1/0/12(U)
UT:GE@/0/24(U)
TG:GE1/0/12(U)

Eth-Trunk1(U)
Eth-Trunk5(U)

Eth-Trunk2(U)

30 common Eth-Trunké6(U)

66 common

110 common TG:GE@/0@/5(U) GE1/0/6(U) GE1/0/12(U)
120 common TG:GE@/@/6(U) GE@/0/12(D) GE1/0/12(U)
130 common UT:GE1/0@/5(U) GE1/0/15(D)

TG:GE1/@0/12(U)

VID Status Property MAC-LRN Statistics Description

1 enable default enable disable VLAN 0001
10 enable default enable disable VLAN 0010
20 enable default enable disable VLAN 0020
30 enable default enable disable VLAN 0030
66 enable default enable disable VLAN @066
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110 enable default enable disable VLAN 0110
120 enable default enable disable VLAN 0120
130 enable default enable disable VLAN 0130

MhPREERS EXERENELR, AR VLAN'EEEN.

43 BEEENE
BABNECE LR F, (3 &E] VLAN,
1. B2i& LSW3 :

<HUAWEI> system-view
[HUAWEI] sysname LSW3
[LSW3] vlan batch 110 // €J3 VLAN11@

[LSW3] interface GigabitEthernet @/0/1 // FREBiE# PCl M3IEO A Access B, M A VLAN11O
[LSW3-GigabitEthernet®/@/1] port link-type access

[LSW3-GigabitEthernet@/@/1] port default vlian 110

[LSW3-GigabitEtherneto/0/1] quit

[LSW3] interface GigabitEthernet @/0/2 // FREBiE# PC2 MIEO A Access W, M A VLAN11O
[LSW3-GigabitEthernet®/0/2] port link-type access

[LSW3-GigabitEthernet@/@/2] port default vian 110

[LSW3-GigabitEthernet0/0/2] quit

[LSW3] interface GigabitEthernet @/0/3 // BC&E&E# LSW1 B9 O A Trunk #3X, 1F VLAN1le @
[LSW3-GigabitEthernet@/@/3] port link-type trunk

[LSW3-GigabitEthernet@/@/3] port trunk allow-pass vlan 110

[LSW3-GigabitEtherneto/0/3] quit

2. BCi&E LSW4 :

'H B VLAN 66 BERECER), LA B,
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<HUAWEI> system-view
[HUAWEI] sysname LSW4
[LSW4] vlan batch 120

[LSW4] interface GigabitEthernet
[LSW4-GigabitEtherneto/@/1] port
[LSW4-GigabitEtherneto/@/1] port
[LSW4-GigabitEtherneto/@/1] quit

[LSW4] interface GigabitEthernet
[LSW4-GigabitEtherneto/@/2] port
[LSW4-GigabitEthernet0/@/2] port
[LSW4-GigabitEthernet@/@/2] quit

[LSW4] interface GigabitEthernet
[LSW4-GigabitEtherneto/@/3] port
[LSW4-GigabitEtherneto/@/3] port
[LSW4-GigabitEtherneto/@/3] quit

3. BE& LSW5 :

<HUAWEI> system-view
[HUAWEI] sysname LSW5
[LSW5] vlan batch 130

[LSW5] interface GigabitEthernet
[LSW5-GigabitEthernet@/@/2] port
[LSW5-GigabitEthernet@/@/2] port
[LSW5-GigabitEthernet0/0/2] quit

[LSW5] interface GigabitEthernet
[LSW5-GigabitEthernet@/@/3] port
[LSW5-GigabitEtherneto/@/3] port
[LSW5-GigabitEthernet0/0/3] quit

// €J#E VLAN120

0/0/1 // BEEEE Asso BI¥EDO A Access I, MA VLAN120
link-type access
default vlian 120

0/0/2 // BEEE & Boss HIEMO A Access I, MA VLAN120
link-type access
default vlian 120

e/e/3 // BBEEE LSW1 BEOR Trunk ERX, IF VLANI20 @&
link-type trunk
trunk allow-pass vlan 120

// BIE VLAN130

e/e/2 /| BEEER
link-type access
default vlian 130

DataServer B2 Access I, AN VLAN13Q

e/e/3 /| BEEER
link-type access
default vlian 130

AP1 BY3E O Access &I, M A VLAN13Q
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[LSW5] interface GigabitEthernet ©/0/4 // ELE&E#HE LSW2 89#% O A Trunk X, 2iF VLANLI3O &@id
[LSW5-GigabitEthernet@/@/4] port link-type trunk

[LSW5-GigabitEthernet@/@/4] port trunk allow-pass vlan 130

[LSW5-GigabitEthernet@/@/4] quit

4.4 Bo B HOMXBEZAIHEE
HEOMEETN ARL. AR2, TEMABERA, ECECER B HAPERE SO, O HGER 2
1. £ AR1 8 Eth-Trunk2, FIMARKZREO,

[AR1] interface Eth-Trunk 2
[AR1-Eth-Trunk2] undo portswitch
[AR1-Eth-Trunk2] mode lacp-static
[AR1-Eth-Trunk2] quit

[AR1] interface GigabitEthernet @/0/4
[AR1-GigabitEthernet0/0/4] Eth-Trunk 2
[AR1-GigabitEthernet@/0/4] quit

[AR1] interface GigabitEthernet @/0/5
[AR1-GigabitEthernet@/0/5] Eth-Trunk 2
[AR1-GigabitEthernet®/0/5] quit

2. 7£ AR1 £F2E Dotlq RLEFHEOMK P ik, FHLRL VLANI1O,
[AR1] interface Eth-Trunk 2.100
[AR1-Eth-Trunk2.100] ip address 192.168.10.2 24

[AR1-Eth-Trunk2.100] dotlgq termination vid 10
[AR1-Eth-Trunk2.100] quit

3. AR2 5 AR1 ECEB /L —E—4E, XA IP it E AR, £ AR2 L£6J% Eth-Trunk4, FIMAKREO,
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[AR2] interface Eth-Trunk 2
[AR2-Eth-Trunk2] undo portswitch
[AR2-Eth-Trunk2] mode lacp-static
[AR2-Eth-Trunk2] quit

[AR2] interface GigabitEthernet 0/0/4
[AR2-GigabitEthernet®/0/4] Eth-Trunk 2
[AR2-GigabitEthernet@/0/4] quit

[AR2] interface GigabitEthernet 0/0/5
[AR2-GigabitEthernet®/0/5] Eth-Trunk 2
[AR2-GigabitEthernet@/0/5] quit

4. £ AR2 LEZ{E Dotlq REEFHE O IP ik, L4 VLANI1O,

[AR2] interface Eth-Trunk 2.100
[AR2-Eth-Trunk2.100] ip address 192.168.10.3 24
[AR2-Eth-Trunk2.100] dotlg termination vid 10
[AR2-Eth-Trunk2.100] quit

4.4.1 BR B AIERIE A IHEE
R B, R B RSERESR A0, ARECERZE MW 1P #itk, RERIERE XS %2 X,
1. £ FW1 LEEEOSRZEXE,

[FW1] interface Eth-Trunk 3 // BEES5S CORE E#EMZEO K IP st (4MU)
[FW1-Eth-Trunk3] ip address 192.168.20.2 24

[FW1-Eth-Trunk3] mode lacp-static

[FW1-Eth-Trunk3] quit

[FW1] interface GigabitEthernet 0/0/0 // 7 Eth-Trunk3 RN AR GO
[FW1-GigabitEthernet®/0/@] Eth-Trunk 3

[FW1-GigabitEthernet@/0/0] quit

[FW1] interface GigabitEthernet @/0/2 // 7 Eth-Trunk3 H M A RIEO
[FW1-GigabitEthernet®/0/2] Eth-Trunk 3
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[FW1-GigabitEthernet@/0/2] quit

[FW1] interface Eth-Trunk 4 // EEES CORE ZF#Z®iZEO XKk IP iut (ARAM)
[FW1-Eth-Trunk4] ip address 192.168.30.2 24

[FW1-Eth-Trunk4] mode lacp-static

[FW1-Eth-Trunk4] quit

[FwW1] interface GigabitEthernet @/0/1 // 7f Eth-Trunk4 M AR REO
[FW1-GigabitEthernet®/@/1] Eth-Trunk 4

[FW1-GigabitEthernet@/0/1] quit

[FW1] interface GigabitEthernet 0/0/3 // 7 Eth-Trunk4 RN AR GO
[FW1-GigabitEthernet@/@/3] Eth-Trunk 4

[FW1-GigabitEthernet®/0/3] quit

[FW1] interface Eth-Trunk 1 // EE& FW1 5 FwW2 ZEEZmixO
[FW1-Eth-Trunkl] ip address 10.1.1.1 24

[FW1-Eth-Trunkl] mode lacp-static

[FW1-Eth-Trunkl1] quit

[FW1] interface GigabitEthernet 0/0/4 // £ Eth-Trunkl AN AR GEO
[FW1-GigabitEthernet®/@/4] Eth-Trunk 1

[FW1-GigabitEthernet@/0/4] quit

[FwW1] interface GigabitEthernet @/0/5 // 7f Eth-Trunkl M A REO
[FW1-GigabitEthernet®/@/5] Eth-Trunk 1

[FW1-GigabitEthernet@/0/5] quit

[FW1] firewall zone trust

[FW1-zone-trust] add interface Eth-Trunk 4 // BZEEAMAM Eth-Trunkd MAR £ XiH
[FW1-zone-trust] quit

[FW1] firewall zone untrust

[FWl-zone-untrust] add interface Eth-Trunk 3 // BEEZEIHME Eth-Trunk3 MANI R 2 X1
[FW1-zone-untrust] quit

[FW1] firewall zone dmz
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[FW1-zone-dmz] add interface Eth-Trunk 1 // 3 FW1 5 Fw2 Z{@f4E QO MAN DMZ X
[FW1-zone-dmz] quit

2. EFW2 LEREEZEOSZ 2K,

[FW2] interface Eth-Trunk 3 // E2E5 CORE E#ZE®EO Kk IP #uik (M)
[FW2-Eth-Trunk3] ip address 192.168.20.3 24

[FW2-Eth-Trunk3] mode lacp-static

[FW2-Eth-Trunk3] quit

[FW2] interface GigabitEthernet @/0/0 // 7 Eth-Trunk3 M AR RIEDO
[FW2-GigabitEthernet®/@/@] Eth-Trunk 3

[FW2-GigabitEthernet@/0/0] quit

[FwW2] interface GigabitEthernet @/0/2 // 7f Eth-Trunk3 M A REO
[FW2-GigabitEthernet®/@/2] Eth-Trunk 3

[FW2-GigabitEthernet@/0/2] quit

[FW2] interface Eth-Trunk 4 // ECES CORE ZFiZ®iEO K IP ihut (RAM)
[FW2-Eth-Trunk4] ip address 192.168.30.3 24

[FW2-Eth-Trunk4] mode lacp-static

[FW2-Eth-Trunk4] quit

[FwW2] interface GigabitEthernet @/0/1 // 7£ Eth-Trunk4 M A FREO
[FW2-GigabitEthernet0/0/1] Eth-Trunk 4

[FW2-GigabitEthernet@/0/1] quit

[FwW2] interface GigabitEthernet @/0/3 // 7 Eth-Trunk4 M AR REO
[FW2-GigabitEthernet®/@/3] Eth-Trunk 4

[FW2-GigabitEthernet®/0/3] quit

[FwW2] interface Eth-Trunk 1 // ECE FW2 5 FWl ZEEpEQO
[FW2-Eth-Trunkl] ip address 10.1.1.2 24

[FW2-Eth-Trunkl] mode lacp-static

[FW2-Eth-Trunkl1] quit

[FW2] interface GigabitEthernet 0/0/4 // 7 Eth-Trunkl RN AR GIEO
[FW2-GigabitEthernet®/@/4] Eth-Trunk 1

[FW2-GigabitEthernet®/0/4] quit
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[FW2] interface GigabitEthernet @/0/5 // £ Eth-Trunkl H 0 ANRK A EA
[FW2-GigabitEthernet®/@/5] Eth-Trunk 1
[FW2-GigabitEthernet@/0/5] quit

[FW2] firewall zone trust
[FW2-zone-trust] add interface Eth-Trunk 4 // BZEEAMAM Eth-Trunkd MAR £ X i
[FW2-zone-trust] quit

[FW2] firewall zone untrust
[FW2-zone-untrust] add interface Eth-Trunk 3 // BEEZEIHME) Eth-Trunk3 MANI R 2 X1
[FW2-zone-untrust] quit

[FW2] firewall zone dmz
[FW2-zone-dmz] add interface Eth-Trunk 1 // ¥ FW2 5 FWl Z @®#EOMAN DMZ X
[FW2-zone-dmz] quit

4.5 EREERNEMS B EE

WA NHE SR ERAE R E %4, B AR1. AR2. FWI1., FW2, 7Rt 8 FHEEEZOERS ARL. AR2 %R, S50 ERGRE
RS gy, HUOOLER BB 0REE EIN DA B8R VPN 26115 FWI1, FW2 BERE, (#H15MD VPN SE2Ea] DU 5540 k8% B,

4.5.1 17EE8H2% L EE VRRP
f£ AR1, AR2 L#R%E VRRP, SO EHEEWIEIT VRRP B IP HIlZERER HAY,
+ BEiE ARI :

[AR1] interface Eth-Trunk 2.100

[AR1-Eth-Trunk2.100] vrrp vrid 1 virtual-ip 192.168.10.100 //E2 & VRRPHY E #AIPh 1t
[AR1-Eth-Trunk2.100] vrrp vrid 1 priority 120 //iE SRouterABI L 4k, 1F H X AMaster
[AR1-Eth-Trunk2.100] quit

+ Bd& AR2 :
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[AR2] interface Eth-Trunk 2.100
[AR2-Eth-Trunk2.100] vrrp vrid 1 virtual-ip 192.168.10.100 //f&2 & VRRPHY Z A IPith 1it
[AR2-Eth-Trunk2.100] quit

4.5.2 BidE AR1 #1 AR2 BYERH
1E£ AR1 _EACE OSPF,

[AR1] ospf 100 router-id 1.1.1.1

[AR1-o0ospf-100] area @

[AR1-ospf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 // &% CORE BIM R %% B OSPF =
[AR1-0spf-100-area-0.0.0.0] quit

[AR1-o0spf-100] quit

1 AR2 FECE OSPF,

[AR2] ospf 100 router-id 2.2.2.2

[AR2-0spf-100] area @

[AR2-0spf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 // & CORE BIMEL %% | OSPF =
[AR2-0spf-100-area-0.0.0.0] quit

[AR2-0spf-100] quit

4.5.3 EoEPH A IERIRRH
£ FW1 _FECE B SRR,

[FW1l] ip route-static 0.0.0.0 0.0.0.0 192.168.20.1 // M F L{TRE, REMMA T — Bk CORE BY Public ## DO VLANIF20 B9 IP i
Ht

[FW1] ip route-static 192.168.110.0 255.255.255.0 192.168.30.1 // M F F1{I/RE, B A VLANIIe ML, T —BkA CORE Y
Private # O VLANIF30 By IP ik

[FW1] ip route-static 192.168.120.0 255.255.255.0 192.168.30.1 // W F F1{TRE, BMMHL )} VLANI20 W4, T—BkJ CORE Y
Private # 0O VLANIF30 B9 IP it
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[FW1] ip route-static 192.168.130.0 255.255.255.0 192.168.30.1 // MFTFITRE, B9t VLANI3O W4, F—BkA CORE B9
Private # [ VLANIF30 By IP ihit

£ FW2 _EBCEEHSEKH,

[FW2] ip route-static ©.0.0.0 0.0.0.0 192.168.20.1 // M F LT RE, HRAYWET—BJ CORE B Public # MO VLANIF20 By IP b
HE

[FW2] ip route-static 192.168.110.0 255.255.255.0 192.168.30.1 // W F FITHE, BHy#tatH VLANIIe B4, FT—BtA CORE M
Private # [ VLANIF30 Ry IP bk

[FW2] ip route-static 192.168.120.0 255.255.255.0 192.168.30.1 // W F FIiTA=, BHYMAt A VLANI20 WM, FT—BkA CORE B
Private # [ VLANIF3Q A9y IP ihht

[FW2] ip route-static 192.168.130.0 255.255.255.0 192.168.30.1 // W F FI1TAE, Bt VLANI3O WML, FT—BkA CORE By
Private # [ VLANIF30 R IP Hhiit

4.5.4 R EROEBIVEREH

FODSERE LR L B R E 2%, W REIMAS VPN 524, 437172 Public F1 Private, Public FI TIERZRE I8, Private F TIERERN T KIE, TEHAPERA,
AR ERORRE LRV, (RO RRREERER Ras b KhE, ECEN TR ZA A RS, MRES A E IE#.

1. 7£ CORE Al VPN 32| Public, fSHZEREERH 239 OMERER NS LT OMEDOLEE R Public,

[CORE] ip vpn-instance Public // #I%& Public
[CORE-vpn-instance-Public] ipv4-family
[CORE-vpn-instance-Public-af-ipv4] route-distinguisher 100:2
[CORE-vpn-instance-Public-af-ipv4] vpn-target 222:2 both
[CORE-vpn-instance-Public-af-ipv4] quit
[CORE-vpn-instance-Public] quit

[CORE] interface Vlanif 10

[CORE-Vlanifl@] ip binding vpn-instance Public // ¥ CORE ZE#E I B B{AIIED VLANIF1O 4E E Public

[CORE-V1lanif1@] ip address 192.168.10.1 24 // BEOSEER Public BF, O LMW IP it wMik, EESHES IP it
[CORE-Vlanif10] quit
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[CORE] interface Vlanif 20

[CORE-Vlanif2@] ip binding vpn-instance Public  // #§ CORE ZE#ZEPHAE ETOME O VLANIF20 #3E E Public
[CORE-Vlanif20] ip address 192.168.20.1 24 // BEOSEER Public BF, O LMW IP it wMiR, EESHES IP it
[CORE-Vianif20] quit

2. }WF LITRE, 7£ Public PECEFSIMH, KA T—BIERIKMELS VRRP EHL P,

[CORE] ip route-static vpn-instance Public 0.0.0.0 0.0.0.0 192.168.10.100 // EREREB T—BkiEm VRRP E#l IP

3. }FTTRE, 1% Public PECEFSEE, KM T—BEREAEE LT VRRP 1 BIESIIP (VRID1),

[CORE] ip route-static vpn-instance Public 192.168.110.0 255.255.255.0 192.168.20.2 // BRitatF VLAN11O MK, T —Bk
@ FWl 89 L1780
[CORE] ip route-static vpn-instance Public 192.168.120.0 255.255.255.0 192.168.20.2 // Bt H VLANI20 M4, T — Bk
€@ FW1 B L1170
[CORE] ip route-static vpn-instance Public 192.168.130.0 255.255.255.0 192.168.20.2 // Bt VLANI3O WK, T —Bk
fg5m FWl M E1TEDO

4. JFTFITRE, 7 CORE 5 AR1. AR2 Z[B3&1T OSPF ¥, BT AR1. AR2 ZIE|ISMERMEIFEERER{E R,

[CORE] ospf 100 router-id 1.1.1.1 vpn-instance Public

[CORE-o0spf-100] area ©

[CORE-0spf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 /] BiEE ARL. AR2 I ER A% 3 OSPF
[CORE-0spf-100-area-0.0.0.0] quit

[CORE-ospf-100] import-route static // £ OSPF th3| N#2 S K H

[CORE-0spf-100] quit

5. XF EITRE, £ CORE L% VPN 3L Private, &RV SMLZRYE OMEREM A& FTHEOSSEE Private, Private & RET
—Bk¥gmBAASE 1T VRRP E#LIP (VRID2),

[CORE] ip vpn-instance Private // €13 Private
[CORE-vpn-instance-Private] ipv4-family
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[CORE-vpn-instance-Private-af-ipv4] route-distinguisher 100:1
[CORE-vpn-instance-Private-af-ipv4] vpn-target 111:1 both

[CORE-vpn-instance-Private-af-ipv4] quit
[CORE-vpn-instance-Private]

[CORE] interface
[CORE-Vlanifi11e]
[CORE-Vlanifile]
it

[CORE-Vlanifi1le]

[CORE] interface
[CORE-Vlanifi120]
[CORE-Vlanif120]
ak

[CORE-Vlanif120]

[CORE] interface
[CORE-Vlanif130]
[CORE-Vlanif130]
ik

[CORE-Vlanif130]

[CORE] interface

Vianif 110
ip binding
ip address

quit

Vlanif 120
ip binding
ip address
quit

Vlanif 130
ip binding
ip address

quit

Vlianif 30

quit
vpn-instance Private

192.168.110.1 24

vpn-instance Private
192.168.120.1 24

vpn-instance Private
192.168.130.1 24

[CORE-V1anif3@] ip binding vpn-instance Private

[CORE-Vlanif3@] ip address 192.168.30.1 24

[CORE-Vianif30] quit

/1

//

//

// ¥ CORE Ei#% VLAN1lo B9#& O VLANIF11e 48 E Private
BEOYEER Private B, O LM IP it % MR, SEEHAEE IP i

// % CORE ZE# VLAN120 BY# O VLANIF120 48E = Private
BHEOSESR Private B, O LM IP it MbR, FSEEHEE IP it

// % CORE %1% VLAN130 A9#E O VLANIF130 48%E FE Private
BiEOYEE Private BY, #HO L/ IP MW SHMPR, TSEEHEE IP

// ¥ CORE E P A T1TB#E O VLANIF30 #EE Private
/[l BEOYES Private BY, O LR IP it MR, FTEEHEE IP Mttt

6. 7E Private FECEREIE, T—BkiEmMH A TIT VRRP 2 ERIIP (VRID2),

[CORE] ip route-static vpn-instance Private 0.0.0.0 0.0.0.0 192.168.30.2 // HREABHE TFT—BkiEm FW1 A TFTEQD

4.6 FiER 1SS
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FHEECE RS, TN EEAGRT, BUE PCL Y IP Mkl 192.168.110.10/24 , WIS NIZOERE | VPN 526 Private NHY Vianif110 2]
Hihk 192.168.110.1, A5 ping AR1., AR2 ) VRRP L IP Hiidik 192.168.10.100 , =] LUEAY, 40& Figure 5, WIERTRE, NIZELK ping, 24kIAIH
FfifEo

oft Vindows [
19 Microsoft

Administrator :3*.

Figure 5: FRER 4G 1
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4.7 GoE HthThie
4.7.1 EEEHOMXAEY BFD IhgE
FCE AR1 F1 AR2 Z[AIHY) BFD DiRE, F T Pus s ek i bz il 2 OSPF B Hilk 8,
1. BEdiE£ S BFD gE,

[AR1] bfd // ECE£/® BFD haeH#EANLB BFD I E
[AR1-bfd] quit

[AR2] bfd // ECE2£/E BFD IhEEHH# ANLE BFD NI E
[AR2-bfd] quit

[\

. 1 AR1 _Ef2E OSPF B BFD %14,

[AR1] ospf 100 // # N OSPF &
[AR1-o0spf-100] bfd all-interfaces enable // #TFF OSPF BFD #F MBI FF X, B3I BFD =iF
[AR1-ospf-100] quit

w

. 1 AR2 LEH2E OSPF H BFD 44,

[AR2] ospf 100 // # N OSPF M1 &
[AR2-0spf-100] bfd all-interfaces enable // #TFF OSPF BFD #3 MM F X, BIiL BFD =iF
[AR2-0spf-100] quit

W

. fidi& BFD B,

[AR1-o0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000 detect-multiplier 3
[AR2-0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000 detect-multiplier 3

(8]

. I83F BFD &1iF.
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[AR1] display ospf bfd session all
[AR2] display ospf bfd session all

ZESTE AR1 LB EILUFIMS -
[AR1]disp ospf bfd session all

OSPF Process 100 with Router ID 2.2.2.2
Area 0.0.0.0 interface 192.168.10.3(Eth-Trunk2.100)'s BFD Sessions

NeighborId:1.1.1.1 Areald:0.0.0.0 Interface:Eth-Trunk2.100
BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8198 LocalIpAdd:192.168.10.3

RemoteIpAdd:192.168.10.1 Diagnostic Info:No diagnostic information

NeighborId:3.3.3.3 Areald:0.0.0.0 Interface:Eth-Trunk2.100
BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8197 LocalIpAdd:192.168.10.3

RemoteIpAdd:192.168.10.2 Diagnostic Info:No diagnostic information
SERE P srostat FER, BRAN up, FRRBFD RIEEILKI.

4.7.2 BB Py AIBRIIANAS
TERT K EECE AW IASIRE (EHE&MER), WRETHME, FWI1 /E8 Master, FW2 £ Slave,
1. £ FW1 EEEERHAE, FW1 EEZDPHEFEN Master,

[FW1] interface Eth-Trunk 3

[FW1-Eth-Trunk3] vrrp vrid 1 virtual-ip 192.168.20.2 24 active
[FW1-Eth-Trunk3] quit

[FW1] interface Eth-Trunk 4

[FW1-Eth-Trunk4] vrrp vrid 2 virtual-ip 192.168.30.2 24 active
[FW1-Eth-Trunk4] quit
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[FW1] hrp interface Eth-Trunk 1 remote 10.1.1.2 // BB OO, HERANNMRE
[FW1] hrp enable

2. £ FW2 LEEEXWAE, FW2 EFBAHPIER Slave,

[FW2] interface Eth-Trunk 3

[FW2-Eth-Trunk3] vrrp vrid 1 virtual-ip 192.168.20.2 24 standby
[FW2-Eth-Trunk3] quit

[FW2] interface Eth-Trunk 4

[FW2-Eth-Trunk4] vrrp vrid 2 virtual-ip 192.168.30.2 24 standby
[FW2-Eth-Trunk4] quit

[FW2] hrp interface Eth-Trunk 1 remote 10.1.1.1 // BB OO, HERANNKRE
[FW2] hrp enable

B, REFERE, MRAIKESMEEXN., REBFW1 KL, Fw2 BRIREFN (BXEFNRA, D528, TBRINEESH
H:ﬁ BB RABRKRTNRTFNTER), RIZA USRS EIR MG Web ETTHHIEFIRNG :
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IREER

7% CPU

SN
B
BREFER
i daty
HHER
EfTEHE

BZ...

DNBRSERE TE2H (F)

~
3@ RE 15% CF P
102475280792
02355FMF

USGGE300E VE0OR007C20SPC603

/\

2025-01-07 20:52:03
0/ 0 H 11 /I\aT 37 558h

Figure 6: B MIBXAHAE (£, FW1)
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IRE(ER
=~ “~
10% CPU 3% mE 15% CFE BEREE License
SN 102458421626
EiHm 02355FMF
BEER USG6300E V600R007C20SPC603

L= e A1 FW2

MNAFKES TESEH (8])

ae
7

FEhEE 2025-01-07 20:18:57
IETRHE 0 /& 0 8 11 /NEt 41 555
HiZ..
Figure 7: B KIBXAHAE (F, FW2)
4.7.3 BdE DHCP PREZ 28

DHCP iR&F5 s —MRELEERAE L, EARSZIhINER B R, A ATER OS8R LRCE DHCP ARS54%, 9 VLANIF110 1 VLANIF120 £ 1 ~NHY
A EC TP HBIERIRE 5E 28 S5,
1. B2i& VLANIF110 # MO8 DHCP ikt
« BdE VLANIF110 # 0O THIE P im Mz O #hik it FREX 1P btk F14E R MK S,

[CORE] interface vlanif 110

[CORE-V1anif110] dhcp select interface

[CORE-V1anif11@] dhcp server gateway-list 192.168.110.1
[CORE-V1anif11@] dhcp server lease day 30
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[CORE-V1anif110] dhcp server dns-list 192.168.130.10 // N &2 AYDNSAR 55 28 ith tif
[CORE-V1anif11@] quit

2. B2 VLANIF120 £ O#) DHCP Hhiitith
« FZ{E& VLANIF120 0 FHIE F i MO Hhikth A FRER 1P #hiik FIAR < MLE S 3L,

[CORE] interface vlanif 120

[CORE-V1lanif12@] dhcp select interface

[CORE-Vlanif12@] dhcp server gateway-list 192.168.120.1
[CORE-V1anif12@] dhcp server lease day 60 // ZR—MaYBLAIA
[CORE-V1lanif12@] dhcp server dns-list 192.168.130.10
[CORE-V1anif120] quit

BeEsE 2 G, BLE PCl. PC2 N HEBEREN IP #isikfy /738 GERIECE B 3h3KE DNS Hik), #&HE DHCP k(s & :
« {F display ip pool #pSZEFE DHCP Ml ith BEZE FIIRTS,

[CORE] display ip pool

Pool-name : Vlaniflle

Pool-No : 0

Lease : 1 Days © Hours @ Minutes

Position : Interface

Status : Unlocked

Gateway-0 : 192.168.110.1

Network : 192.168.110.0

Mask : 255.255.255.0

VPN instance : Private

Conflicted address recycle interval: -

Address Statistic: Total 1253 Used 22
Idle :251 Expired :0
Conflict :0 Disabled :0

SEER used FERHPTRR 2, WWEIEE—BHI2S EEE 1P #hikF0 DNS #htit, TUERHSEAIHUE © figure

42



(FILLTFE) LIRS
Internet HFHMERE 4 (TCP/IPvE) BE

Bl EEES
MERESSITIEE, NSRS EEEN 1P 28, S, FESENM

EERBEIMTESIN IP RE.

. Family Controller

....... e .
@ SFEE 1P H84H(O)
O EEFEA 1P BhH(S):

=5ER DNS 5
B
9461 1005
|

1

@ SFE/E DNS BESEHE)
O) EETFEA] DNS S SIEHHE):

H4-1C-69-74-2

Ethernet Adapter fo
=HN)...

e
L

i

1-011

461 =hrr T
1k DNS AR 3583 ik

PC1 B ThIREX IP b

b o0
Figure 8:

4.7.4 B2 B STP LUHBRMISK RRIIFES
WERTHFME] Figure 2 A B SEBEIRRCA :
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PC1

N S

Asso Boss

Figure 9: JZiEHRINE] (5EX)
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IHTBEAAFNE, RIMBEA B, & BAAEROERS FW1. FW2 Z RSN, Rk, SEEEZOER. AksE FECE STP, mial L
THBRLE R ERES, TS RSTP, MSTP 5458 240, BRI, DAPHZE FW2 %482 Private 3% 1 Ethd HEHPY, BECE STP WA,

1. 7£ CORE 2 STP HEE M EK,

[CORE] stp enable // B A STP #Hi¥
[CORE] stp mode stp // ECE STP #E A A irE STP

[CORE] stp priority @ // i8E CORE By STP L%k 0 (HH{R CORE m AIRH)
[CORE] quit

2. £ FW1 LB STP HEE M %K.

[FW1] stp enable // BH STP #Hi¥
[FW1] stp mode stp // BEE STP R AR E STP

[FW1] stp priority 4096 // ®E FW1l BJ STP &R A 4096
[FW1] quit

3. £ FW2 £BA STP HEE LK.
[FW2] stp enable // BHE STP t#hi¥

[FW2] stp mode stp // BEE STP R AR E STP

[FW2] stp priority 8192 // i8E FW2 By STP &% A 8192
[FW2] quit

4. £ FW2 EFEEETEIRO

[FW2] interface Eth-Trunk 4

[FW2-Eth-Trunk4] stp disable // 2 H STP WUFEZE Eth4 im0
[FW2-Eth-Trunk4] quit

4.7.5 AHOMXEZE NAT
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HTAMAPA LR, FTAFRE TS, X84 AR1 fl AR2 EACE NAT DI, WGk, ACL, #uSBRET DA FTP ALG
Yifiks
1. Bkt #0 ACL
* 1£ AR1 EECE D

[AR1] nat address-group 1 172.163.1.10 172.163.1.252
« 7£ AR2 LEZE I -

[AR2] nat address-group 1 172.163.3.10 172.163.3.252
« 1£ AR1 #ll AR2 EOIE ACL, LEEHEE _EMAIPRIRER :

[AR1] acl 2000

[AR1-acl-basic-2000] rule permit source 192.168.110.0 0.0.0.2
[AR1-acl-basic-2000] rule permit source 192.168.120.0 0.0.0.2
[AR1-acl-basic-2000] quit

55
55

[AR2] acl 2000

[AR2-acl-basic-2000] rule permit source 192.168.110.0 0.0.0.2
[AR2-acl-basic-2000] rule permit source 192.168.120.0 0.0.0.2
[AR2-acl-basic-2000] quit

« 1£ AR1 #1 AR2 EREEHE O 5| F ACL 2000, {5 PTEDBIRAER A A Hh 1k =T LAfSE B ik sth B th 11k 34T NAT 3538 ©

55
55

[AR1] int g@/@/2
[AR1-GigabitEthernet®/0/2] nat outbound 2000 address-group 1 no-pat
[AR1-GigabitEthernet@/0/2] quit

[AR2] int g@/e/3
[AR2-GigabitEthernet®/0/3] nat outbound 2000 address-group 1 no-pat
[AR2-GigabitEthernet®/0/3] quit
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2. FRB NAT E#3SLs
- 7£ AR1 EECE NAT §3758R5Y, SCIUA A B TR IP itk 172.163.1.9 75 1R]AER FTP/Web AR5 %

[AR1] int g@/0@/2
[AR1-GigabitEthernet0/0/2] nat static protocol tcp global 172.163.1.9 21 inside 192.168.130.10 21

[AR1-GigabitEthernet®/@/2] nat static protocol tcp global 172.163.1.9 80 inside 192.168.130.10 80
[AR1-GigabitEthernet@/0/2] quit

« £ AR2 EFRE NAT #5758 5t, SCIMAR AP B TRE AR IP #hilk 172.163.3.9 IH1R]AER FTP/Web ARS5 %8 :

[AR2] int g@/e/3

[AR2-GigabitEthernet®/0/3] nat static protocol tcp global 172.163.3.9 21 inside 192.168.130.10 21
[AR2-GigabitEthernet®/@/3] nat static protocol tcp global 172.163.3.9 80 inside 192.168.130.10 80
[AR2-GigabitEthernet@/0/3] quit

3. FF/E FTP B NAT ALG Zh&E
[AR1] nat alg ftp enable

[AR2] nat alg ftp enable

4. BE NAT IR SMATA4E
4. £ AR1 ] AR2 LB E NAT HEIRMEFRSMATAIER ©

[AR1] display nat address-group 1
[AR1] display nat static

[AR2] display nat address-group 1
[AR2] display nat static

£55R40 Figure 10 # Figure 11 Fis (MFDD) -
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[AR11disp nat address—group 1
MAT Address-Group Information:

Index Start-address
1 172.163.1.18
Total : 1

[AR1]ldisplay nat outbound

MAT Outbound Information:

Interface Acl Address—group/IP/Interface Tupe
GigabitEthernet@/0/2 2800 1 no—pat
Total : 1

[AR11disp nat static
Static
Interface

Global IP/Port
Inside IPAPort
Protocol : 6(tcp)
VPN instance—name
Acl number

Vrrp id
Hetmask : 255.255
Description :

Global IP/Port
Inside IP/Port
Protocol : 6(tcp)
VPH instance—name
Acl number

Virrp 1d
Netmask : 255.295
Description :

Total : 2
[AR11]

Mat Information:
: GigabitEthernetB/a/s2

: 172.163.1.9/21(ftp
: 192.168.130.10/21(

)
fip)

.255.255

1 172.163.1.9/80(wuw)
: 192.168.130.160/80 (www)

.255.255

Figure 10: AR1 NAT EEEZER
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[AR11disp nat address—group 1
MAT Address-Group Information:

Index Start-address
1 172.163.1.18
Total : 1

[AR1]ldisplay nat outbound

MAT Outbound Information:

Interface Acl Address—group/IP/Interface Tupe
GigabitEthernet@/0/2 2800 1 no—pat
Total : 1

[AR11disp nat static
Static
Interface

Global IP/Port
Inside IPAPort
Protocol : 6(tcp)
VPN instance—name
Acl number

Vrrp id
Hetmask : 255.255
Description :

Global IP/Port
Inside IP/Port
Protocol : 6(tcp)
VPH instance—name
Acl number

Virrp 1d
Netmask : 255.295
Description :

Total : 2
[AR11]

Mat Information:
: GigabitEthernetB/a/s2

: 172.163.1.9/21(ftp
: 192.168.130.10/21(

)
fip)

.255.255

1 172.163.1.9/80(wuw)
: 192.168.130.160/80 (www)

.255.255

Figure 11: AR1 NAT EEEZER
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4.7.6 BAARSERY TIEBS B EG L%

INEIRE R TIVAZE TAERHRINAGET RSN, R, BB el K% BB X N 22 2 R0, Bl TAERRIEEA trust NREVIIA] untrust X3, K
WEEC B
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X
PEas: FrEERT Al LUIE T SRS SO POE E B T R RS . O DRSS ELR] s RBEMENG®
WOHEE AR | do_not_play N
it | |
A AL |- NONE - v |
b | i I PE R A AR |
BEEHNG®  EEeKR trust v| 1z
Fl 2 42K b untrust ] B
U hE X @D | [l employee |
H i X @ | Cintemet |
VLAN ID | %I AVLAN ID <1-4094>
M 5RE @ O] Cany x E2
BEATA® any x |
L% @ any x |
%@ | any |
% ] | any | [£3E]
FE MR BN, & AT HASAIRBILIRE. Thre R
J5, S RnEE AR
URL%} %5 | any | [Ei£]
I i)  worklime v |
BiFRE B O i ® %k
KiEREAR L@ | |Reset7 i [ | Resetii 55 & [ TICMPA~TTik
RAERE@ R b NONE; 2R BNy e T R A 5 A 2 A NONE: U SIS B -

Figure 12: BB B 3F TYEBY{B]EX R A BETH R4+
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477 BBEIROR S
£ LSW4 _ENiERZE] Boss IR HYREOAC B 22, LARORARIER MAC Htikn] DL A)3%356 H o
- BAEREE Boss IRF RO BRI

—_

[LSW4] interface GigabitEthernet@/0/2

2. ERmAOZ 2088,
[LSW4-GigabitEthernet@/@/2] port-security enable
3. BEERSME MAC thilt, LUMESIEZESIIFHYEFE — MERERIZin OMIEER MAC il

[LSW4-GigabitEthernet@/0/2] port-security mac-address sticky
4. G BEZImOALFHNRA MAC I BE RN 1, BERRE—MGETLUEERNZIRO,

[LSW4-GigabitEthernet@/0/2] port-security max-mac-num 1

4.7.8 B2E Web BRS32%5 DNS RS 23

ENNEICAHEMN EALEARSS 2. 15 Apache24 7E2N Web RSS 4%, 1%E+E BIND 9 /E5 DNS AR5 %%, Apache FIECE 177, T BIND fJEA
BCE T ES, TrREM, fFEIAERE,
4.7.9 BEo B LR IRH 2R

WIGat AP, SR DATCER M LS ERE 2 & B B 5L tplogin.cn  (TP-Link AX3000), F)5, EEMFREAEEN],

G, HSEFRARI1T, SR, 1t AP fEIREERRE, G EIEHIE A TIRE (P RE (R N B I 25 1% 1 TR . ping ANid) o
HEMTE TAEIRIE N IR BEME NS A, MiRHNEIHPELRE Z RN BN E, BIEE, WAREFIES I AP DIREM:, FTA N FHARSEACE L AP,
4.8 LIEFIEY
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K DA R I 5 SR I UEEE R R T RE :
. IR ENLEETS:E 1T DHCP FREXE 1P Huil ;
. WM ENZ BRI LAEMEBEIE ;
. IR EH AT LGRS IP Hbiikifia] Web IRSS 25 ;
. M ENL AT LGB & 1518 Web BRS525 ;
- SRR EA BT LUEE A B e 35 R A Web BRS5 28 ;
. IMENLETLAARIA R
. RIREHNIEE SR ;
BB EEED
- AT H W X AR ER/BFD (IRIELDHE) ;

O 0 NN N U W N =

10. WIEKAZE ;
H d ,  — Il 5 £ N Il %&£ a1 B8 £ ¥ iF £ ¥ , F £ X~ B T M B Wk ,
4.8.1 AMES

w2 N EHLZ B2 S P PAEAE ping 18, IXH LA PC1 #1 Boss, PC2 Fl Asso i {E AHl:
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¥ FEEEES: C\Windows\system32\cmd.exe

Figure 13: PC1 ping 1® Boss
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sersibAdministrat

indows IP FRE

Figure 14: PC2 ping 18 Asso
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4.8.2 AMifin] Web BRS5 2%
i FH ML Asso, ZHT 1P Hidik 192.168.130.10 i/517] Web ARSS 85

56



(B TE) LIRS

@ ==Emad x  + ¥ - i

€« C A F==| 19216813010 e w O & (=
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20:17
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Figure 15: Asso 81 IP i/3]8] Web AR5525
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JEIT 4 www.construction.com T[] iRS5 28 :
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@ ==EHas x  + v - X
_.’7\‘
&« C A F== | construction.com = % O & ( EHEmEaEs i)

E’ CONSTRUCTION

20:15
@ ﬁ 2025/1/6 |:|

Figure 16: Asso @313 1/37] Web AR5525
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4.8.3 JpFifIR] Web ARS5 23
FERIAMNA AL (Mt 172.163.5.1 ), ETARS IR IP 1 AR 2%
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< C R A Fze| 17216339 o

E CONSTRUCTION
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Figure 17: Asso @313 1/37] Web AR5525
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IXIE AT DA RAR KA S AN [A) A DX SRR Il SRS R B TR, B Untrust XKA(AT PAYI A DMZ X35, DMZ XIS AT PAY5[A] Untrust X,

4.8.4 RIMRIFIRIRFIIEIE. NAT I8ESH O % BFD 1830

AP EAL PC1 AN EALIEATK ping, REEHINN TN EIFEIME, &H, M shutdown a2 WiIT AR1 5 CORE HJIERL, 1£ PC1 BV
K ping ZEWIHF, ESMNRENL EWSIMELE RS, FHbR G240 NAT i, DU EHZEZ D,

BT R
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i1 - BRSEE
IR REE EEV) FMO  EET) EEH)

Enter system view, return user view with Ctrl+Z.
[AR1]ldisp ip int

[AR11disp ip interface br

[AR11ldisp ip interface brief

=down: administratively down

“down: standby

(1): loopback

(s): spoofing

{E): E-Trunk down

The number interface is UP in Physical is !
The number interface is DOWN in Physical is 5
The number interface is UP in Protocol 1s 3
The number interface is DOWN in Protocol is 9

Interface IP Address/Mask Physical Protocol
Eth-Trunkl unassigned up down
Eth-Trunkl. unassigned up down
Eth-Trunk? unassigned up down
Eth-Trunk?.100 192.168.10.3/24 up up
GigabitEthernetB/0/2 172 .163.1.2/24 up up
GigabitEthernetB/0/6 172.163.2.1/24 douwn down
GigabitEthernetd/0/8 unassigned down douwn
GigabitEthernet8/0/9 unassigned douwn down
GigabitEthernetd/8/11 unassigned up doun
NULL® unassigned up up(s)
Ylanifl 192 .168.1.1/24 douwn down
KGigabitEthernetB/0/0 unassigned down douwn

[AR1]int Eth2.100
[AR1-Eth-Trunk2. 1E1

[AR1-Eth-Trunk2.1067T=

B 01:54:3 S5l 9600 8-N-1

Figure 18: 1K ping B
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M Figure 18 R EJ LATRZR B :

. 'l‘ﬁping BREMT

+ shutdown Ui Z A, tracert fRRIREIMIERRLEE T AR1, B 192.168.10.3 ;
« shutdown i A, tracert S IREIFVEETHLT AR2, B 192.168.10.2,

- hHEEEEEAR, MEERNT:

Destination
1 ©.000000 172.163.5. 224.0.0.
2 4.666962 172.163.1. 172.163.
3 4.667101 172.163.5. 172.163.
4 5.683867 172.163.1. 172.163.
.683985 172.163.5. 172.163.
.699094 172.163.1. 172.163.
.699224 172.163.5. 172.163.
.714371 172.163.1. 172.163.
2 172.163.5. 172.163.

Protocol  Length Info
OSPF 78 Hello Packet
.1 ICMP 74 Echo (ping) request 1id=0x8001, seq=218/53768, ttl=123 (reply in 3)
.18 ICMP 74 Echo (ping) reply id=exeeel, seq=218/5376@, ttl=128 (request in 2)
.1 ICMP 74 Echo (ping) request id=ex@eel, seq=211/54016, ttl=123 (reply in 5)
(
(

w

.18 ICMP 74 Echo (ping) reply id=exeeel, seq=211/54016, ttl=128 (request in 4)
ICMP 74 Echo (ping) request 1d=ex@@el, seq=212/54272, ttl=123 (reply in 7)
.18 ICMP 74 Echo (ping) reply id=exeeel, seq=212/54272, ttl=128 (request in 6)
.1 ICMP 74 Echo (ping) request id-exeeel, seq=213/54528, ttl=123 (reply in 9)
.18 ICMP 74 Echo (ping) reply id=exeeel, seq=213/54528, ttl=128 (request in 8)

un ISR ST BT ISR |
=

8.729685 172.163.1.16 172.163.5.1 ICMP 74 Echo (ping) request id=ex@e@l, seq=214/54784, ttl=123 (reply in 11)

8.729797 .163.5. 172.163.1.1@ ICMP 74 Echo (ping) reply id=exeeel, seq=214/54784, ttl=128 (request in 10)
12 9.445559 LCFCElectron_7@:e.. HuaweiTechno_29:6.. ARP 42 Who has 172.163.5.5? Tell 172.163.5.1
13 9.451430 = Sidashnaead: 6.. LCFCElectron_7@:e.. ARP 66 172.163.5.5 is at f4:de:af:29:69:81
14 9.746317 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id-exeeel, seq=215/55048, ttl=123 (reply in 15)
15 9.746449 172.163.5. 172.163.3.18 ICMP 74 Echo (ping) reply  1d=0x8081, seq=215/55048, ttl=128 (request in 14)
16 9.973989 172.163.5. 224.8.0.5 OSPF 78 Hello Packet

10.760423 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=216/55296, ttl=123 (reply in 18)

2 A 172.163.5. 172.163.3.18 ICMP 74 Echo (ping) reply id=@xeeel, seq=216/55296, ttl=128 (request in 17)

19 11.775928 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=217/55552, ttl=123 (reply in 20)
20 11.776047 172.163.5. 172.163.3.10 ICMP 74 Echo (ping) reply  id=exeeel, seq=217/55552, ttl=128 (request in 19)
21 12.791385 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request 1d=0x0081, seq=218/55808, ttl=123 (reply in 22)
22 12.791517 172.163.5. 172.163.3.18 ICMP 74 Echo (ping) reply  id=exeeel, seq=218/55808, ttl=128 (request in 21)
23 13.806943 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=219/56864, ttl=123 (reply in 24)
24 13.807062 172.163.5. 172.163.3.16 ICMP 74 Echo (ping) reply  1d=0x@eel, seq=219/56@64, ttl=128 (request in 23)
25 14.822179 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=228/56320, ttl=123 (reply in 26)
26 14.822290 172.163.5. 172.163.3.10 ICMP 74 Echo (ping) reply  id=exeeel, seq=228/56320, ttl=128 (request in 25)
27 15.837678 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeee@l, seq=221/56576, ttl=123 (reply in 28)
28 15.837808 2 3 172.163.3.18 ICMP 74 Echo (ping) reply id=exeeel, seq=221/56576, ttl=128 (request in 27)

Figure 19: & ping N #f
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WL Figure 19, %E_EJ74IMENBIIRHINEISN 172.163.1.10 , Bl AR £55d NAT $54#0/5 B9AMNA W Se bk, JX3PH AR1 B/ NAT 4258 1658 8 2| 9 #b
ZIE], AN ENHHIRE— ARP 32, WA'ER 1P Hitlk, JXATRESE AR2 MRS N T TIEIRAE, & ARP A, BEERIEE 9.7s, WMFENLRY
= ping #RXFPR, HFIERENRS EIRFNEEFECH 1s, 1AIFZ ping TR ZIXTE KWK EIEIRE, Htr] U PCl EAK ping £22XE %23
R, fEIX2J5, ping MITEHINEYSN 172.163.3.10 , Bl AR2 28308 NAT B E AN M SEHhE, XA AR2 Y NAT 2E5%,

AT R AT IS MC E I H

4.8.5 PIAIER SRR RTIIEE
AL T g T LA SE LR BB e TR

1 EFFTRRIBIRRER A NE (PC1. PC2) FIEIFIRINM

PAPC1 Mfl, BIEIXFERMG, TEER TIENFL, AETIERES, PC1ZHE ping EANW FEAHL,
Bt ELIERRT, EH KRS s
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HUAWEI &) [ i ERBE R R
v B RE AC & 2R Gk fi]
| o BEACE
[T=Vapa¥ 2 AL B i 7] M
« SNMP
X (+0)UTC M
« B EMACIHS Bz o |

* IDSIEZ) EXE
« HiSec Insightlftz]
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Figure 20: B X3 TVERTER
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AR &
© B @ Fde ey TR O 26 £ By A [ Sy T RE b & EH © 88 [ sen ' R = C il B3 bl T8 ik b A
Q A E AN N ®FINEIRIR B
LRk FEEMIMNUESOTE. [EE]
FE &% ik IR VLAN ID BEZ£.. Bfv%... Fitht... Bgbit... BR RS FiF BiEER  EME HEZL) &Pl | =B fRiB
1 do_not_play any any any [ em... [ inte... any any any worktime ~ ZEIF 0 Bk
2 dmz_to_other any any any  ser... any any any any any FeiF 0 Bk
Jem...
3 trust_to_other any any any [ ser... any any any any any JeiF 1 sk #
J boss
4 untrust_to_dmz any any any 2 Inte... . ser... any any any any FeiF 0 Bk
5 default This is ... any any any any any any any any any =k 41 Bk

Figure 21: B A8 TAEBY ER SR8 & o RBEE (ping A1)
SAJE Pl PC1 ping SN0, BTURENS ping B, WIELHEMS @b IRAL
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@ ik en @ Fd e ey MG O 26 £ sdr SHA [ By TEREEahRE AR © 2R [ EE E RS = C iilH Fg bl T8 ka2
Q i AEE RN E @ FRINEIEIR B
LEilkE: FTEEMIMUROTE. [EE]
FS BN g e VLAN ID  E&£... Hak... [FEibht.. Beit... HP RS iz ] : 115 S i AEZe s | BH fmig
1 do_not_play any any any CJem... Jinte... any any any worktime  Z51F 2 &bk
——
2 dmz_to_other any any any [J ser... any any any any any i 0 Skt
L em...
3 trust_to_other any any any [ ser... any any any any any T 1 &k %
[ boss
4 untrust_to_dmz any any any J Inte... [ ser... any any any any IF 0 i&kk
5 default This is ... any any any any any any any any any Z|k 41 &bk

Figure 22: {7 K35 T VFAS R SRB& o FOREREIE (ping 5)
ERE A IREE N,
B, EFIENET, EFEHIERBEHISFIRE
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Figure 23: B K3EIE TFETEX
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e TR
@ P g @ B e MR O S0 £ sy SHEA [ Sy BERSEGRE ERA O %0 Mt BRI = W C RlE mg dbdnfl T8 kb Al
Q il AEA I 7R (RN ES I L
aiis: AT EEANUR OIS,  [ES)
FE &R faig e VLANID F&£.. Bi%.. iRiht.. Bgiis.. BHP s RZF ESEER | EifE REEE PRl B fRiE
el
2 dmz_to_other any any any [ ser... any any any any any s 0 Bk
L em...
3 trust_to_other any any any [ ser... any any any any any T 0 iEkk [E4
] boss
4 untrust_to_dmz any any any J Inte... I ser... any any any any BiF 0 Bk
5 default Thisis ... any any any any any any any any any £l (=

Figure 24: B N3G IE TARET ERSRBE 6o ROREUEE (ping AIT)
SAIEF PC1 ping AW, RINHENS ping 1B, NIERTEBKEPAIREL :
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o YIRS
@ Frilde s us Qi Rl T Wk O 26 £ BI ESHA [ Sdv OERERGTRE R © B @AER BRI S kb C il o ah il TG kb
Q HRAEERNNE @ FhmEnEm .
Lk AFFEERIMURIOYE, [EE]
=2 E=4 7 HEix IRE VLANID iF¥2... Hf%E... Fibik... Bae... BP -6 vi::] iElES =HE HEZE SRRE BH #Rig
=3l
2 dmz_to_other any any any [ ser... any any any any any e 0 &kk 1
2 em...
3 trust_to_other any any any ] ser... any any any any any Pinas =i | A
] boss
4 untrust_to_dmz any any any D Inte... [ ser... any any any any e 0 &k %]
5 default This is ... any any any any any any any any any Z=)F 15 &bk

Figure 25: B XIEIE TARBSER SRBG A PR B BIE (ping /7)
ERE S FUREIS M.
2. IUESN ping FBAIM trust X5
EAMENL ping AW PC1, KINFE ping & :
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= C\WINDOWS\system32\cmd. X S v
B = Ilms, &K = 6ms, ¥ = 2ms
C:\Users\liao>ipconfig

Windows IP B E

IAKKIEE = LAKK :

EERER DNS B :

IPv4 ik : 172.163.5.1
: 255.255.255.0
: 172.163.5.5

C:\Users\liao>ping 192.168.110.146

IE7E Ping 192.168.110.146 BE 32 FHHHIE:
5 KB .
5 KR,
5 KB .
&5 KB,

192.168.110.146 B Ping &it{E 8 :
HIEE: BREX =4, BEW =0, X% =4 (100% EK),

C:\Users\liao>|

Figure 26: Untrust X3 J55E1/10] Trust X1

B X ¥ £ B ® ¥ 5 Lt @ B H B F o4, M & FX B E T
4.8.6 in AR LIEIE

K¢ Boss HUIKE TS, R HMEAESMNA AL Lo EFMNA TN EACE BRI IP Hitik, RJSIB1T ipconfig /frenew Ai <&, MRIRTCIZIRENE] IP ikt
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Internet FHARAR 4 (TCP/IPv4) B

= =RE=

MB|REZISHINEE, WEILIESEERS 1P 28, BN, FREENN
EEGERINREGESY P 28,

O SFEHE 1P #84H(0)
O EETES IP HB4H(S):

P k(1) - - - ‘

FRIERU): S \

ERAFIE (D): S \

(O EFERS DNS RSa=iant(B)
O EETEA DNS REFEHhHE):

Ei% DNS [BE20): 192 . 168 . 130 . 10 ‘

£5 DNS BS=2(A): . . . ‘

O RHIEIERS(L) SHRV)...

Figure 27: BRB S FEH1 9 B EHRER 1P Hodtk
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C:\Users\liao>ipconfig

Windows IP &

AKX IEBCEE LAKRK :

ERESSER DNS B . . . . . L. L

EhEds Ipvd bk . . . . . . . : 169.254.99.99
FMEE . . . . . ... . . . . :255.255.0.0
BRIA M K . :

Figure 28: #W EHTC%E B ohFREX 1P it

AN, ERES T30 E AN AL 1P Hikk oy 192.168.120.25/24 (B 192.168.120.0/24 WEXH, R Vlanif 120 54555k 1P HHEAMA(T— 1P Hitik) RAIAL
HIEM%, HEEMEI, ping Vlanif 120 22K ITEE ping &,

ik, FrERERIES R,

5 LI SLE
5.1 NERGE

AR SR AT T2 HARE A SCBL— R & SR g AN I A R R 4, s T MR, TT R, IR IR S R, MR S ACE. X
PR SECE,. REMSEOE, TRERKEE AN TRERE, SR EE =N AR SRR MEE @ FR K, iR T anfnad 2
MYEHEROR (41 VRRP, RERER G, HEBEIR, VLAN, PiKEas5H55) R —Daik, L2, RERIMLIAE, S8 JetT TR ko,
HIE 7 Mg ae, ThRE. Ze. B PR, IRSGASIEME, KR F i maImE R, FHE MM E R ERMRE, b)E, SKBRRA T2
PR LSRRI oK, EHEREES TR (VRRP) FARH ORISR Al YE, BERER AR (Eth-trunk) $271 P28 SERIBERS il SEME, HES
AR TROZ A TUERIY R, VLAN SR TXIARERN 2 2 X8, B Ess R guaid DS SORI R M 48 2 2R 1S,
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KIR IR T IR ML IRINE], FHETIREIERR R T8 NS ZHANER KRR, ORI, BHas. Bk, AR SIRNIEF S rE
FMIBC B AR A IO BT, SLRIFAIAC B A OSSN HEB R ST, Eth-Trunk JHRE. VLAN THRESE, WREREZ0OZRERCEFMY R, @il
HEBROR, MELZINIERHE B — MR, TE7T 7 MGRITTRIEM TSN, ABRNECEMX B8, T2 VLAN BIInFiR AR5 it
PLRIBCE, WHPRESIMIAES RENS IR A28 SKELERT TR ARR S, HH I WI5CHT VRRP SHREFIRE AT S ShRE S RIECE, WhORH I SCHT &
AT FHMERI M 2622 PP RESE . AN, SERIERCE 1R K22 3R, IRAIFE TARR IR KI5, Fi@id DHCP iS55 VLAN MR %
& HNTEL 1P ik, [FINTECE 7 NAT DORE, BAERPIH] S RERSIEIT Hi 11 W SC5 RIS A B3 T

SEEGIEIE Z N ER YR UE, BRI LS S TR RE IR 1817, BLEENM ENLZ [BEVIEE. PR LT E Web ARS8 YN EHLIG RIN RS 25 B
KEEZ R RIEHIIRIE,  H S BRI S IR,
5.2 IVSRE
5.2.1 tAEBIOERIE

AR B HERCR, WRBSER, ATAIRIES 7B PRI TR, RIS, ERCERNIRET, 182 TR N, Ef
LEBX 28 s s T 7B RAER AR, IR SR 27 ik, HERSEIEMNIRE, & DI mE 2SR SNSRI R, %
Rrrr R ECEAR TN IR, TCHRAER OSSR HERECE., B AEABIIAE . NAT (WECESF T, HaB2| 7 AV, HMRERER T
FE SRR

BPEN ISR K BB 8, H RS HER S A b AdE, FTABME R T 2# b JCOE, XA THUE AP KEEH MGMT M
SEVRRAR, BAVEM T 2 GFHIPI A, THXABEEIAER TIGEER, BICienf, EEXAER. RaaBRiaSHiE, KR KIER
UG IRIRE, SRAER JR 2 PN T RIS -
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Figure 30: JBUE RS XiE

TERF B KIS < e, — VIR, ZRif R e8| X —d B 8RN, BIEREZASENIRSE OGS BUEREENE, DURAESE
o AR A 4T DUE BRI HE
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AN, AR IERTFIRB M 42 2RV EZEM, fER KR RISHIECE M 2 2R E b, SIS, RG22 EniEEtt, @A
g, PAMNEAR 7 2B EORIINH], 2R TIAHE TR AR T 8EIR, WORITE AR, SRR, AR T 7Ry
W2k TREREST, NPARAIINE R FRESE T IR SRR,

5.2.2 —BFRIISRNE
SERUX R W S256 2 — IR RS, FEFRNFERSE N, BA1RIN7EM T L8NS THES,

ELIGrh, FrfsE T HIOME RS ARL, AR2 [ NAT Hitib 5 ei0 E, fEZACEF, BATE AR A XIRECE T AWM shAsH bR, 4R
PRI ANRRS, L A K 23 4 A ittt 55— N 2SR A Ik, AT B A 0 F 2 1) TP sk, SRS FRATT A Y Web A1 FTP2ARSS #RECE T
BOSHI I EE e (H5AMH F REfSIE I 7 B A A AL 172.163.1.9 F1 172.163.3.9 7RI Web ARSS -

5 HAH RREVIE0E, BATAURRMSERR 7SS, EEIRREHZER TN, RRAETHEMBRFEAE RS, Futns=a5mm
W, (IR SRS R BE R RO FE 5K,

5.2.3 ZHFRGFRIE

AR IR F, IS LA S MR ERBIFE PC B MAC Hudik, RRE T HMIRERIEA, BEI7EM T MAC i 2L E, AR
W5 T M gg Ry e, DHCP RYBCESCHL TR 1P #IERIhAS D, M ERE N7, KRB T P ERN TR, ER03
LSR5 K5 Z RIBCERT STP INTHER T L ENE,, PRI 7 IMZSHIRRE M, % 1 RIS 2 B X B SR A, B seid PR B R 5 58
BRI, TETT T S TRESKERAE Y, IEE5E T AN B M ERE SRR RAE S, TR X B A LS LB R, RATREBILFRS,
PBREMROTTR, IXRXSBAS G SR AR BRI IRIZ A5

*RAINKRIIRITT R, EEERM— FIP RS54, EHETHERG, SZXRAERSHEGAERE LK, BRE T HENBIRFIK NAT 20N,
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