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- BCE LSW1 [k 55 F1 g0/0/20 g0/0/21 MBS Sk 11, R TN BIAH R PR32 4 4 B i

DD

<HUAWEI> system-view

[HUAWEI] sysname LSW1

[LSW1] interface stack-port 0/1
[LSW1-stack-port@/1] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW1-stack-port@/1] quit

[LSW1] interface stack-port 0/2
[LSW1-stack-port@/2] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW1-stack-port@/2] quit

« AL E LSW2 [Pk 55 1 g0/0/20 g0/0/21 MR B%, b3 v 11, 0N ZIAH I 1) 32 56 25 O

E]O

<HUAWEI> system-view

[HUAWEI] sysname LSW2

[LSW2] interface stack-port 0/1
[LSW2-stack-port@/1] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW2-stack-port@/1] quit

[LSW2] interface stack-port 0/2
[LSW2-stack-port@/2] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW2-stack-port@/2] quit

goe/0/20 enable
cause configuration loss on the

seconds. Please wait.

ge/0/21 enable
cause configuration loss on the

seconds. Please wait.

ge/0/20 enable
cause configuration loss on the

seconds. Please wait.

ge/0/21 enable
cause configuration loss on the

seconds. Please wait.

2. ML EHES ID FMESAL S
. FCE LSW1 [HESL LN 200.

[LSW1] stack slot @ priority 200
Warning: Do not frequently modify the Priority because it will make the
stack split. Continue? [Y/N]:y

o BoE LSW2 fHES ID (BP Slot) M 1.

[LSW2] stack slot @ renumber 1

Warning: All the configurations related to the slot ID will be lost
after the slot ID is modified.

Do not frequently modify the slot ID because it will make the stack
split. Continue? [Y/N]:y

Info: Stack configuration has been changed, and the device needs to
restart to make the configuration effective.

3. fERF A& L R A TR save ard, RAFECESE R .
4. KMB&FFHHLIY 5 2

12
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« XM LSW1. LSW2.
o SBJRBLSW1, S 2 B AL, EHINLEE SR B LSW1 25, A8 LSW2,
5. K IO HCE 45 R ] display stack i EEMSIRGES, MBEEWT:

[CORE]disp stack

Stack mode: Service-port

Stack topology type: Ring

Stack system MAC: 6012-3c9a-5ff0

MAC switch delay time: 10 min

Stack reserved VLAN: 4093

Slot of the active management port: --

Slot Role MAC Address Priority Device Type
0 Master 6012-3c9a-5ff0 200 S5735S-S24T4S-A
1 Standby 642c-accl-5970 100 S§5735S5-S24T4S-A

Wit EoR THEERRRASE R, GIEESEAL SR HES RS MAC Hilik . MAC
DI R I 6] . HES AR B VLAN. 3805 & 3im O R A7 . &AM A7 1 A B, MAC Hidik .
SR 25H . Horh, #4670 ) Priority SA 200, f#47 1 [ Priority ¥ 100, 7£354+
HHREAT 0 R 242 AN Master fi €7, 807 1 4 Standby A, $ZHRINT _F HEREAL CRIIE 15
P BE N S LA T

FCESEE, MAREHER— MEERST, B EER— MRS, 1850 CORE, FRD
Rt (ERSIBCES, LA CORE TENIREHIT,

4.2.2 fioE G T X3RN

R TIXAZ AL S3 EEMFUER R THZImZE (W PCL), FHHEIROERES H AR X
B TIES . 9 T HATRIMZS AR 2 0, TR S3 TR VLAN MIBERR B E,
NEIHAECE S3 RIEA(S B VLAN:

[S3] sysname S3
[S3] vlan batch 10

# B2E Eth-Trunk ZE| CORE

[S3] interface Eth-Trunk 1

[S3] port link-type trunk

[S3] port trunk allow-pass vlan 10
[S3] mode lacp-static # & ZSLACP
[S3] quit

[S3] interface GigabitEthernet @/0/1
[S3] eth-trunk 1

[S3] quit

[S3] interface GigabitEthernet @0/0/2
[S3] eth-trunk 1

[S3] quit

# EBEZEAN®O (PC1)

[S3] interface GigabitEthernet @/0/3
[S3] port link-type access

[S3] port default vlan 10

13
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[S3] stp edged-port enable # W4&ixO, REFH X
[S3] quit

4.2.3 ieERSZ 2B I B X IR

55 a1 725 X A2 AL S4 T BN SUERRSS s f I & I (40 PC3), FHEid A5
TS H MM L XSO TIE R 0 TGRSR R 2 2k, FREX sS4 A TEAR) VLAN
PR EHCE, NHITIGICE S4 FIEASEM VLAN:

[S4] sysname S4
[S4] vlan batch 20 30

# B2 & Eth-Trunk %) CORE

[S4] interface Eth-Trunk 1

[S4] port link-type trunk

[S4] port trunk allow-pass vlan 20 30
[S4] mode lacp-static

[S4] quit

[S4] interface GigabitEthernet 0/0/1
[S4] eth-trunk 1

[S4] quit

[S4] interface GigabitEthernet 0/0/2
[S4] eth-trunk 1

[S4] quit

# BEEANKO (Server)

[S4] interface GigabitEthernet 0/0/3
[S4] port link-type access

[S4] port default vlan 20

[S4] stp edged-port enable

[S4] quit

# BEEZA®O (PC3)

[S4] interface GigabitEthernet 0/0/4
[S4] port link-type access

[S4] port default vlan 30

[S4] stp edged-port enable

[S4] quit

# BEEZEANBEDO (R_NEW)

[S4] interface GigabitEthernet @/0/5
[S4] port link-type access

[S4] port default vlan 40

[S4] stp edged-port enable

[S4] quit

4.2.4 BEEEZUEE A Eth-Trunk ThEEFNIZEDO 1P bk
5 B R B A OB S HAIS S AHEN Y F I R Akl ok,  DATRE & B 1+ D8 flm]

14
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1. Fic & CORE %
[CORE] vlan batch 10 20 30 40

[CORE] interface Vlanif 10
[CORE] ip address 192.168.10.254 255.255.255.0
[CORE] quit

[CORE] interface Vlanif 20
[CORE] ip address 192.168.20.254 255.255.255.0
[CORE] quit

[CORE] interface Vlanif 30
[CORE] ip address 192.168.30.254 255.255.255.0
[CORE] quit

[CORE] interface Vlanif 40
[CORE] ip address 10.0.4.1 255.255.255.252
[CORE] quit

2. fic & Eth-Trunk % S3

[CORE] interface Eth-Trunk 1

[CORE] port link-type trunk

[CORE] port trunk allow-pass vlan 10
[CORE] mode lacp-static

[CORE] quit

[CORE] interface GigabitEthernet 1/0/1
[CORE] eth-trunk 1

[CORE] quit

[CORE] interface GigabitEthernet 2/0/1
[CORE] eth-trunk 1

[CORE] quit

3. fic & Eth-Trunk #| S4

[CORE] interface Eth-Trunk 2

[CORE] port link-type trunk

[CORE] port trunk allow-pass vlan 20 30
[CORE] mode lacp-static

[CORE] quit

[CORE] interface GigabitEthernet 1/0/2
[CORE] eth-trunk 2

[CORE] quit

[CORE] interface GigabitEthernet 2/0/2
[CORE] eth-trunk 2

[CORE] quit

4. L& CORE #[1%| R_NEW
[CORE] interface GigabitEthernet 1/0/3
[CORE] port link-type access

[CORE] port default vlian 40
[CORE] quit

15
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43 BENBRLHE (S3, S4)
B RMALE A, FEW R F] VLAN, MAC HihE40,
1. Eﬂﬁ S3:

[S3] dhcp enable
[S3] dhcp snooping enable
[S3] dhcp snooping enable vlan 10

# {=1E EBXEl CORE A9 Trunk O
[S3] interface Eth-Trunk 1
[S3] dhcp snooping trusted
[S3] quit

# BBE PCl wmO&X2

[S3] interface GigabitEthernet 0/0/3

[S3] port-security enable

[S3] port-security max-mac-num 1 # R 7 iF1-MACHh it
[S3] port-security protect-action restrict # EFHEL
[S3] quit

2. it & S4:

[S4] dhcp enable
[S4] dhcp snooping enable
[S4] dhcp snooping enable vlan 20 30

# SE LB CORE B9 Trunk O
[S4] interface Eth-Trunk 1
[S4] dhcp snooping trusted
[S4] quit

# BCE Server IWO%XRZE

[S4] interface GigabitEthernet @/0/3

[S4] port-security enable

[S4] port-security max-mac-num 1

[S4] port-security protect-action restrict
[S4] quit

# B0E PC3 iwOZ2

[S4] interface GigabitEthernet 0/0/4

[S4] port-security enable

[S4] port-security max-mac-num 1

[S4] port-security protect-action restrict
[S4] quit

4.4 OSPF RHfECE
ARSI BAGHEH OSPF Area 0 fENNERE T X3, Area 1 fEAMNER ISP XI5,

16
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1. £ CORE it & & H

[CORE] ospf 1 router-id 1.1.1.1
[CORE] area @

[CORE] network 192.168.10.0 0.0.0.255
[CORE] network 192.168.20.0 0.0.0.255
[CORE] network 192.168.30.0 0.0.0.255
[CORE] network 10.0.4.0 0.0.0.3

[CORE] quit
[CORE] quit

2. f£ R NEW FJi & %

[R_NEW] sysname R_NEW

[R_NEW] interface GigabitEthernet 0/0/0
[R_NEW] ip address 10.0.1.2 255.255.255.252
[R_NEW] quit

[R_NEW] interface GigabitEthernet 0/0/1
[R_NEW] ip address 10.0.4.1 255.255.255.252
[R_NEW] quit

[R_NEW] ospf 1 router-id 2.2.2.2
[R_NEW] area @

[R_NEW] network 10.0.1.0 0.0.0.
[R_NEW] network 10.0.4.0 0.0.0.
[R_NEW] quit

[R_NEW] quit

3. fFER1 (I 1- %) ERCEKH

X RIS AP FESL I N IEFEBONER ospf cost SRR vRRe SKEITUREMIVIEE, 1G98
ARG,

3
3

[AR2] interface Eth-Trunk 2
[AR2-Eth-Trunk2] undo portswitch
[AR2-Eth-Trunk2] mode lacp-static
[AR2-Eth-Trunk2] quit

[AR2] interface GigabitEthernet @/0/4
[AR2-GigabitEthernet@/0/4] Eth-Trunk 2
[AR2-GigabitEthernet0/0/4] quit

[AR2] interface GigabitEthernet @/0/5
[AR2-GigabitEthernet@/0/5] Eth-Trunk 2
[AR2-GigabitEthernet@/0/5] quit

1. fER2 (1T 2 - %) FHCE B

[R2] sysname R2

[R2] interface GigabitEthernet 0/0/0

[R2] ip address 10.0.3.1 255.255.255.252

[R2] quit

[R2] interface GigabitEthernet 0/0/1

[R2] ip address 203.0.113.6 255.255.255.252

[R2] ospf cost 100 # *xX§#: BB S cost, FH & B+
[R2] quit

17
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[R2] ospf 1 router-id 4.4.4.4
[R2] area @

[R2] network 10.0.3.0 0.0.0.3
[R2] quit

[R2] area 1

[R2] network 203.0.113.4 0.0.0.3
[R2] quit

[R2] quit

2. £ R3 (ISP #i4l) b1 & %

[R3] sysname R3

[R3] interface GigabitEthernet 0/0/0

[R3] ip address 203.0.113.1 255.255.255.252
[R3] quit

[R3] interface GigabitEthernet 0/0/1

[R3] ip address 203.0.113.5 255.255.255.252
[R3] quit

[R3] interface GigabitEthernet @/0/2

[R3] ip address 172.16.1.254 255.255.255.0
[R3] quit

[R3] interface GigabitEthernet @/0/3

[R3] ip address 8.8.8.1 255.255.255.0

[R3] quit

[R3] ospf 1 router-id 5.5.5.5

[R3] area 1

[R3] network 203.0.113.0 0.0.0.3
[R3] network 203.0.113.4 0.0.0.3
[R3] network 172.16.1.0 0.0.0.255
[R3] network 8.8.8.0 0.0.0.255

[R3] quit

[R3] ospf 1

[R3] default-route-advertise always
[R3] quit

4.4.1 BeEHOMXE BFD IhaE
B R1 AT R2 Z A BFD BHRE, FHTPuisirs I EE RS M i % OSPF 3% F UGS,
1. i & 42J5 BFD Ihfi.

[R1] bfd
[R1-bfd] quit

[R2] bfd
[R2-bfd] quit

2. 7F£ R1 i E OSPF i BFD 451 .

[R1] ospf 100 // #N OSPF fiE
[R1-o0spf-100] bfd all-interfaces enable // $TF OSPF BFD 4 M F X, 12
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i BFD RiF
[R1-ospf-100] quit

3. £ R2 it & OSPF i) BFD #514: .

[R2] ospf 100 // #N OSPF fiE

[R2-0ospf-100] bfd all-interfaces enable // ¥TF OSPF BFD $#FMBIF X, &
i BFD Ri&F

[R2-0spf-100] quit

4. it E BFD 3.

[R1-o0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000
detect-multiplier 3
[R2-0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000
detect-multiplier 3

IEEF, R1 A1 R2 Z[BELE#S. T BFD <Xi&, AJDA# ] display bfd session A& & BFD
IR,

4.5 DHCP R4 5iRS3 23 E
4.5.1 CORE By DHCP th4feE

M

[CORE] dhcp enable
# £FH3EH P %
[CORE] dhcp relay server-ip 10.0.1.1 # 3§M@ FWl &9 Trust QO IP

# £ Vianif E2 M

[CORE] interface Vianif 10
[CORE] dhcp select relay
[CORE] quit

[CORE] interface Vlanif 30
[CORE] dhcp select relay
[CORE] quit

4.5.2 FW1 BiA3E £ DHCP BRSSECE
I BRAE FW1 1Y Web-UT HI5EK :
1. SHi%E M4 > DHCP > DHCP Il %5 %% > DHCP Hihitith .
2. Bk kit (VLAN 10):
Hiuhikth 4% FR: VLAN10_Staff
W B 192.168.10.0
FED: 255.255.255.0
WX 9: 192.168.10.254
DNS i %5 2%: 8.8.8.8 (B ISP f] DNS)
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Hiu k3 Y L 192.168.10.100 F1] 192.168.10.200
3. B sl (VLAN 30):

Mk 44 FR: VLAN30_Guest
W B: 192.168.30.0
FEHD: 255.255.255.0
W< 192.168.30.254
DNS ik 55 #5: 8.8.8.8
HhEh Y FEl: 192.168.30.100 £ 192.168.30.200

HfifR DHCP IRSS 28 UIREELAE Trust X% 0 E/S A CEEBOAERD.

4.6 BAAIE (FW1) MEATHEEECE
4.6.1 EOSKIHEE
1 FHE M > .
AL GigabitEthernet1/0/0 (to R_NEW):
G4 [X 35k Trust
TP Hhhik: 10.0.1.1/ 30
A Xk DMZ
IP Hihit: 192.168.20.0/24
fic & GigabitEthernet1/0/1 (to R1):
4= [X 35k Untrust
IP Hbfik: 10.0.2.2 / 30
fic & GigabitEthernet1/0/2 (to R2):
‘%4 X 3 Untrust
IP Hbfik: 10.0.3.2 / 30

Figure 6: [j K542 TG &

4.6.2 PHNIERY OSPF BCE

[FW1] ospf 1 router-id 6.6.6.6
[FWl-ospf-1] area @

[FWl-ospf-1-area-0.0.0.0] network 10.0.1.0 0.0.0.3
[FW1-ospf-1-area-0.0.0.0] network 10.0.2.0 0.0.0.3
[FWl-ospf-1-area-0.0.0.0] network 10.0.3.0 0.0.0.3
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[FWl-ospf-1-area-0.0.0.0] quit
[FWl-ospf-1] quit
[FW1] quit

4.6.3 R2HREE (ML)
SRR NG > 224N
Wi A

4 FR: Trust_to_Untrust_Allow
J5 X35 Trust

H i1 X 35k: Untrust

PHbdk: Any (5% 192.168.0.0/16)
H fitik: Any

% Any

BN 1E: Permit

CHE EHHED BT
L

L
e BB
wEE M B

Figure 7: ‘%4 SR B &

4.6.4 SNAT (i& NAT) 5% (WM L)
SHUF] FENE > NAT 508 > J5 NAT,

Hridt SR

PR IX B Trust

H B 1X 38 Untrust

JrHhE: 192.168.0.0 / 16 (7 5 i WM VLAN)
H fHutik: Any

B1E: Y5 NAT

BRI B D it XA R AE R1 Bl NAT % R1 #2100 1P, 7E R2 5 NAT J& R2 2 H IP).
ER: XEFWI BB 10.0.2.2 A1 10.0.3.2, XIBA LG FH BT A R 1P,

21



P 48 TAEURAE BT SR04

HUAWEI
USGS305E

- B mas
="
« SRARS
- R
« AR
v 1 N
« AT
- mEn
> G SR
» mEnEE
> R ETNE
R s
> o wERE
BCE=
B AsPRE
i

s EERE Mo - |
Figure 8: NAT SI&fc &
AN S BT, FW1 7E R1/R2 2 J5, SNAT 75 BMH K.
FW1 (Web-UI): Trust -> Untrust (192.168.x.x -> 10.0.2.2/10.0.3.2)

R1/R2 (CLI): 75 Z A — X NAT (192.168.x.x -> 203.0.113.X)
NfEGRIE R, #E R1/R2 _EFCE SNAT :
[R1] acl 3000
[R1-acl-adv-3000] rule S5 permit ip source 192.168.0.0 0.0.255.255
[R1-acl-adv-3000] quit
[R1] interface GigabitEthernet @/0/1

[R1-GigabitEthernet®/0/1] nat outbound 3000
[R1-GigabitEthernet@d/0/1] quit

[R2] acl 3000

[R2-acl-adv-3000] rule 5 permit ip source 192.168.0.0 0.0.255.255
[R2-acl-adv-3000] quit

[R2] interface GigabitEthernet @0/0/1

[R2-GigabitEthernet@/0/1] nat outbound 3000
[R2-GigabitEthernet®/0/1] quit

FW1 _f SNAT (Web-Ul): (41 _EFfid) Trust -> Untrust, J5: 192.168.0.0/16, 3h{E: NAT (H#% 1
Hitsik),

4.6.5 BYIAHR) RESBECE

MR X R > I E] B .

B IR B

4, Fk: Work_Time

AL JA 1

R Ak A — 2 AT

i 1]+ 08:00:00 31| 17:00:00

SR TEBE > 22 A

&2 2 i) Trust_to_Untrust_Allow $H%:
P 5O 192.168.10.0/24 (X 5 T.IX)
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A () B : 5 FF Work_Time
Wi — 2k g (k%5 A8/ Vi R Al L)
4 FR: Server_Guest_Allow
PR IX 35K Trust
H X 35 Untrust
Pk (B — N4 192.168.20.0/24 Fl1 192.168.30.0/24)
N1E: Permit
BRI HEE] Work Time SRE& R 75,

iElER workiime i

. — FhEntias -
any

2 NONE, A (2ERiH:NO . IR
workiime

MONE g8 NONE; APT
=1 ks 3 il

Figure 9: 731 15 7] SR e &

4.7 ERARSS B[BHIECE

P REIRAE A IR ILEG IS B AS TP HihEh 192.168.20.50/24 , 7524 Web iIRSS %%, FTP ARSS
s SHIRSS B, RINIEHRHE AP SEINTCEkE N TIRE,

VIR

3
[8] 2 2 5 g Bty
e
#iR 1VDZIVUVMZD?&WHDDODOHH
iy BE S 1deacentre gy,
™

Figure 10: SC45 1 f#) Raspberry Pi 4B il 55 2%
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4.7.1 B2 & Web IRS523
B EIRZ2E T EndeavourOS R4, A Apache {0 Web k5528, BCEA R :
. ‘%¢%& Apache:

—_

sudo pacman -Syu apache

2. A8 E Apache FFHLHE S :

sudo systemctl start httpd
sudo systemctl enable httpd

3. BCE R KBS o HTTP iz
sudo ufw allow 8@/tcp

4. R Web IRSS 2% 700 00 28 i A ZEUR A IP Hudik http://192.168.20.50 , fEFE 3|
Apache FIBRIATLT, IR Web IR55 8 3 )«

5. WitMTL:  f# ] Httrack & www.nudt.edu.cn W T4 43 /var/www/html HE T,
B HERIAT) index. html 34

| B 5 C\Windows\system32icmd.exe.

® ¥ PR F

ATIONAL UNIVERSITY
OF DEFENSE TECHNOLOGY

24
192.168.30.254

feB0::5961:6308:f6ed:9fa73611
fec0:0:0:ffff:1%1
fecO:0:0:ffff:2961
1ec0:0:0:ffff:3%1

Figure 11: Web x 2%-#% UL [

4.7.2 BioE FTP RSB
TR _E223EIFB0E vsfipd 154 FTP RSS2, HEUIT:
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—_

. % vsftpd:
sudo pacman -Syu vsftpd
2. stk E vsftpd JFHLE I :

sudo systemctl start vsftpd
sudo systemctl enable vsftpd

w

. BC BBy KA SLVF FTP it :
sudo ufw allow 21/tcp
4. BCE vsftpd: ZmiEACE S /etc/vsftpd.conf , HALRUL N SE M IEIX &
anonymous_enable=NO
local_enable=YES

write_enable=YES
chroot_local_user=YES

Ul

. ) vsftpd AR &R0 B A /L
sudo systemctl restart vsftpd

B ; 110.7 KiB 194 K1B
3.045»1vaarcr_|64k o \
Iy checking keys 0 keyring
((}ﬁ] checking pa;kageftr{:gl ity
| loading package 3
:iﬁ: checking for file conflicts

< “ysftpd-

(1/1) checking available disk space

o ag= BrEmeETttt .o A LT
B (1/1) installing vsftpd
[ Optional dependencies for vsftpd
logrotate [installed]

.mg system manager configuration
ConditionNeedsUpdate. .. 1
ryd ~1$ sudo vim /etc/vsftpd.conf
4 ~]$ sudo systemctl start vsftpd
ryd ~1$ sudo systemctl status vsftpd
v vsftpd daemon
ed (/usr/lib/systemd/system/vsft d i i
R/ Sy .service; :
{rumning) since Wed 2025-10-28 17:14-52%5}?621“’ preses
f9§zcgz)maaaead0aoca3431f6 . =S, 200
VsTip

m.sl\ce/vsftpd -Service
ftpd

ry4 ~1s

aspberry ystem 4
'Ty4 systemd 1] Starteq vsftpd daemon

«

Figure 12: FTP 45 TAEIRF

1. K FTP MRS +#s: fHH FTP & i iE B2 B £ )R 1) TP ik 192.168.20.50 , FfA# H
R P 4 S 3 AT B 5 o
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<FTPd 3.0.5)

= )0 Always in UTF8 mode.
el 7 (192. 168. 20. 50: (none)) - .

Figure 13: FTP Z it
HTMEIRCEI R T SSH ARSS, ATRAR] DA SFTP WMSGHAT SCHH& 4 B 9 77 (8,

(gh0s7@raspberryd 13 1s

[gh0s7@raspberryd 13
1ogout
(Connection to 192. 168. 20.

FIBESE PV6 iBlE e
1Pv6 DNS BB3528:

Figure 14: SFTP f£ 4l

4.7.3 BCEHBIFARSS 23

AN EEAMRS 2T E N NEHIFELR (HHEH chengjingyuahifuu.ink X H
B hifuu.ink AN AFEEEA), WE S5 R@ERHEREB RS54 8% (B4
2 sccanudt.cc , PIUSHIHEA mait.nudt.cc ), JIXBIERREM B IR_EHIB poste.io BRfG i/ T IH
g,

1. %% Docker:

sudo pacman -Syu docker
sudo systemctl start docker
sudo systemctl enable docker

2. FLHL poste.io FifG I IS AT A4S
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sudo docker run -d \
--name mailserver \
-p 25:25 -p 8080:80 -p 443:443 -p 587:587 -p 993:993 \
-v /path/to/data:/data \
analogic/poste.io

3. TiC BB KA 70V A AH 5% I AL

sudo ufw allow 25/tcp
sudo ufw allow 587/tcp
sudo ufw allow 993/tcp

4. Vjin] poste.io [¥] Web FHHIHEATHEAGHLE : ENWEAFHHIA http://192.168.20.50 , 1%
RS2/ 58 I A% 1 78 MTHR AR K = B E
5. MBI Ik S5#%:  7E poste.io AL E B HIHEFEIK P, A& ARSI ML .

192.168.20.50:3080/webm:

& | network@nudt.cc

Figure 15: B R 55 %5 6 s A1

4.7.4 EEBETEIENS (AP)

TEMBRIR - BC B TCZAZ AL (AP) ThRE, (HIELRERS N NI iR L TCEk M 4% i% 4%, P 3RUN
T

1. %% hostapd ! dnsmasq:
sudo pacman -Syu hostapd dnsmasq
2. MCE hostapd: #i%H /etc/hostapd/hostapd.conf (A4, WHILL NN % :

interface=wlan®
driver=n1860211
ssid=gh@s7-hotap
hw_mode=g

channel=6

macaddr_acl=0
auth_algs=1
ignore_broadcast_ssid=0
wpa=2
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Wpa_passphrase=skxkkkkkkx
wpa_key_mgmt=WPA-PSK
rsn_pairwise=CCMP

3. BidE dnsmasq: %iﬁ /etc/dnsmasq.conf iﬁ:; ‘iﬁ?\bnuTWﬁ:

interface=wlan®
dhcp-range=192.168.20.100,192.168.20.200,255.255.255.0,24h

4. JA8hFF X E hostapd F dnsmasq FFHLH )& :

sudo systemctl start hostapd
sudo systemctl enable hostapd
sudo systemctl start dnsmasq
sudo systemctl enable dnsmasq

5. [ FHUESR LSS FEFHL RIS F] SSID ghes7-hotap » Hi A %A 5 Bl Al
EEF R, ERE R RIAT U517 Web ik 55 4% 55 BT

15:54 @ QO P4E57%

@ Y 192.168.20.50

jﬁﬂkgﬁ

UDT NEWS

02 | 2025-07

FRIZZHFT—RAREERFELT..
6H10HE27H, HEBERANFRART H—
RARBBHRFFEZIME. 27HLF, TERELR
MEESVRERINEGF. TRAAK. HXK..

L —
Figure 16: T2 N\ s LT

4.8 Y ERTIEIE
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THEMEERERE, T MBI, FCE PC1 Y IP Hiskh 192.168.110.10/24 , W]
KA OEERE E VPN 3245 Private AT Vianif110 £ [13#HE 192.168.110.1 , S8J5 ping AR1, AR2
i VRRP R0 1P ik 192.168.10.100 , /2 R] LAJERY, WIE Figure 17, GISRARE, MIIEZ ping,
I FTTE,

Figure 17: fr B VEAR 5 1

4.8.1 EoBE TR

Atk AP, SRJ5 PATCER M 45 R 2 B IEC E S tplogin.cn (TP-Link AX3000), fifif5,
IR R A,

HIRRRNZ, HEFRARTT, LMK, It AP EIEBUFERG, HEiEEIERER #l
HILIRE (PR IZEH2 1] 0 B 182 25 B 11 TR . ping ANJE) o HEMTE TARIRIE I BEME NS 2 A
MiEHEFHESEE 2 RNEHAMVE, BIEA, A EGES L AP NIhRETE. Fr AT F4E
SERECE L AP,

4.9 2583
4.9.1 Mt A2
25 DU R0 SRIGIE AN 1 T RE

MATH BAE 52

3 Fi-DHCP PC1 5 PC3 .43 7 H 213K EL 192.168.10.x 5 192.168.30.x I Bt
Huhk, I8AIE DHCP Huhikith 55 45 w2 SR B .

EEIE M PC1 #K X ping 192.168.10.254+ 192.168.20.50+ 192.168.30.x LA K&
8.8.8.8, WA, NIMIRSS 25 5 VLAN Bt 5 412 i 1)
IEFI%L’O
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M H e B
N FH-Web PC1 V7] http://192.168.20.50, UL [fl 7 IEAf & s 4 45k Web ik
%K NE
I F-FTP PC1 {iF] FTP % /' i i $2 192.168.20.50, EA K S 578 &
S5 R
N7 FH - il £ 7E PC1 e B A28 7 iy, 56 AR IR A 1 s U, 560

iE SMTP/IMAP 1E% .

CIESEEE 25X

PC1 ##4 ping 8.8.8.8, -2/ shutdown R1 #}¥ [ f5 NAY JE 2 1
Wi [ 31 P14 42 R2, undo shutdown J5 1% OSPF Hi [ 1] .

] £ -Eth-Trunk

PC1 ##4E ping 192.168.10.254, T S3 5 CORE ] Eth-Trunk1
{EREBERE NS AT, IESEE R A TURA L.

Gehe MMV

1E FW1 1224 Work_Time % 4 {iH [7] 2 415, PC1 ping 8.8.8.8
N FHWr, 1 PC3 5 Server /5T 4R, k&2 W) 18] 56 0E J5 PC1
KV o

‘4= -3 % 4= /]DHCP

1t S3 L ifA#k PC1 iy 1 BCHT G FA1E DHCP IR 55 2%, W oikd%
2% AN S RS0 BE A 2 S ik 3R B

2 4>-VLAN [ 5

PC1 ping PC3 W #[% =, 1 PC3 ping Server 75 il &, LALIE
VLAN 5 ACL .

4.9.2 MiRER

2 ik, MRS INREXTIER 21T, BARIIEEE R

s H

4R R

DHCP Ijfig

PC1 5 PC3 IR BUGS ML W Bt ik, btk 15 45 5E HEms 1L 3

N PC1 IR E VT MM e, IARSS 2% 5 VLAN Zui K& bR 2 4t
Hohil, FERGEEME R
Web 1 1] PC1 A] IE 3T TP BRIk Web IR 5% I 7R 52 B8 T
FTP Vi [r] PC1 SIS FTP £ i&i - 5e O/ A4, IE S 3 iE 3y 1k
o
MR A4 1R 55

& S RN E B 58 SCR B, SMTP/IMAP Ak 55 RS
SE o
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MATH 45 RS 1R

EA LTINS R1 AMR B AN B s £ 2, B S B 3 V1% R2, KE G
Al AR OSPF SR 0% [A11] .

Eth-Trunk U4 Wi Eth-Trunk1 555 BB PC1 ping JTo 5L, 564 B PR IF A 2

I3 B 1) S s e LAERT BLBE W PC1 I4MMN 7 H], PC3 5 Server N 2[R, HRME
A TN,

i 17245 DHCP | B KT EREN, A1k DHCP R ek v 2, 224 5fmg

ﬁ&&o
VLAN & 5 PC1 ping PC3 #[% &5, PC3 1] Vjj ] Server, &K S LiFi%E
Y IEH .

BIATTE, MR MECEIRE] 7T AR, WeR T MRt ZetEmiett. Fra i
HEE, MaRGa T R,

5 LIS 24
5.1 NS Mg

AR B T Z bR B — DR a P pyh/NRIR 2R, s T M2 IR 755
it RS E., KRS E, RFEMSEOE, TRERIE 2 ERIAMN TRERE.
SRR DI AR R 28 2 I R R, TR R T nfafiaid 2 Aok (WNBER SR &
HEBFUR, VLAN, OSPF 3§) RAE D&KL, L2, REHIMEIAEL, K5 & /et T 7 il
MUK, B T Mg e, PERE. Ze. BEL VR, IRSTHRMTEE, LImissF i
FRo BlJE, SEHRM T 2 MRS EARBEF K, A5 BFD WX H TSI E, B
AR (Eth-trunk) $ETHMI45H SEMIBERS AT 520, HEBHORA TROSRHLE TURIY R,
VLAN £ORFFXI53 A RIERT A 22 2 XISEF S,

SKREIE 2 N EVRRIE, BRI RIS IIRE IR ial T, AN T RANERE, W
WIEALYI R Web lR558%. SN EALTTRIPMIIRSS g, Bh X2 2 RIS AOISIE, Hi TR ERAL
RE RS,

5.2 Rk AR

BHLREHHRTRME—— DAL N, TEHE RN T R EIRE AR TE
W, TAFRRKHMESEE, HR, R ELRAEE] T 2Rk, B0 bLr
HEBACE., KRIEY, XEEFTFERAIMRLEN TEEEMEEm S, I, LRPIEH
TACHAAN A A, A& FRRA PR, BB IR FBRIM i, IXEEELR T E
R R R RE I N AR RE ST

FERRR TGRSR, BOUH BB K, 5KF 25 Deepseek HIZELME S5 B,
NTAAERIAR L245F 7T RESHTEIY, IERE BE% 7K, 1EIRGEDS E o B g 451 1
SECEARDEER, WX REER, BT 7 HCRIEOREET), tHgss RN AR oR ARy
fBOFIRES
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5.3 IMFRIE

AR B HERCR, WAL, POk 7 A SRS TR T IR R 2D A
SESERR, RIESEIME R, ERCERIERES, IBE TIRZ WM, EMiEEA ML FHI21T
P 7RI, WTROMTET R, BEREEEMNARY, - PHRTEHEE
FEERASE AN BRI, SRR — D ECEER T T PkAR, STHR RO S L HE BT
B, BWE AN OSPFECE, B KEHI NAT (ECESF 7, B2 7 A/DRME, ([HhFIH
AT ERHIKERER,
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