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4.3 EeEritelg

BHE PCL, 2. 3. 4WyIP Hilk, 43500 10.130.81.{210, 211, 212, 213}, % & PC M
X154 10.130.81.1, BAPC1 Mfil, BlEWR:

Jrig IP IRE

Fah

IPv4
@ =
IP st

10.130.81.210

THREERE

22

ZES

10.130.81.1

Figure 3: it & AR50

WiHH PC1 B9 1P $thdik, WSS EAR BN, A, 7E PC1 _L ping PC2, PC3. PC4, &FE
JETSRENS ping 1B, 45 EAAJE PC1 BERS ping I8 PC2, PC3. PC4, MZIERIEH ., NHEITMAH
7 VLAN AL E,

4.4 id® VLAN
FHIG A AE LSW1 F LSW2 _EEBEMIRIERIE, IXE NG LSW1 IR /E 3,

4.4.1 EBERMEOMN VLAN BiE

AllE VLAN 3B 000 VLAN, 5 PC1. PC2 MHIERE IS I 28BIL BN access, FF
PC1 X|77E] VLAN 10, ¥ PC2 Xll57%| VLAN 20,

[LSH1lvlan batch 18 28
Info: This operation may take a few seconds. Please wait for a moment...done.

Figure 4: ¥4 VLAN #47%14>
BB VLAN10 F1 VLAN20 £ 11J8 144 accesso
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Username:admin
Password:
Ingo: Lastest accessed IP: Invalid IP address Time: 2025-09-17 12:58:46 Failed

Info: Smart-upgrade is currently disabled. Enable Smart-upgrade to get recommend
ed version information.

<LSH1>sys

Enter system view, return user view with Ctrl+Z.

[LSH1lvlan batch 10 20

Info: This operation may take a few seconds. Please wait for a moment...done.
[LSH1lint gB/0/1

[LSW1-GigabitEthernet@/0/11port link

[L5W1-GigabitEthernetB@/8/11port link-typ

[LSH1-GigabitEthernet@/8/11port link-type ac

[LSW1-GigabitEthernet@/0/11port link-type access
[L5W1-GigabitEthernetB/8/11port default vlan 18

[LSW1-GigabitEthernet@/0/11q

[LSW1lint g0/0/2

[L5W1-GigabitEthernetB/B/2]1port link-type access
[LSW1-GigabitEthernet®/0/21port default vlan 20

{tgﬁ%;ﬁigabitEthernetﬂ/ﬂ/Z]q

Figure 5: it & VLAN J&1£(1)
Bt B trunk $2 11 2F VLAN10 1 VLAN20 i&@id,

[LSH1]lint ¢0/0/3

[LSW1-GigabitEthernet®/0/31port link-tvpe tr
[LSW1-GigabitEthernet®/0/31port link-type trunk
[LSW1-GigabitEthernetB®/8/31port trunk all
[LSW1-GigabitEthernet®/0/31port trunk allow-pass vlan 10 20
{tgﬁ%iﬁigabitEthernet@/ﬂ/S]q

Figure 6: it & VLAN J&1£(2)
ETIRFERIFALESR, EEMKEGTREI,

4.4.2 FYERTEIEIE

£ PC1 I ping PC2, PC3. PC4, &HHE R LHEN ping il WIHALES N PC1 A DA ping J# PC3,
JCik ping 3@ PC2, 4, Z5RUWIT:

8] < 1m
F18]< 1m
18]<1m
8] < Lms TTL

SH =0 (0w EE),

Figure 7: fr BEMEAS 36 (1)
Z5E R UAA PC2 A] DA ping i PC4, JCik ping i PC1. 2, VLAN FCE I,

4.5 fidE VLANIF #EOEM=FRAEES

PIEPRERI 1 Z B EIFAZ, SR PCL, 2, 3, 4 REMSEAR A, Ait, FFEAEHA] FEE
B VLANIF £ 1 DAL e fitik,
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4.5.1 Bt & PC BRiIAFI%

HHTIZ LI I 8% PC3,4 1Y TP Hidik, M 10.130.81.x/24 25 T 10.130.91.x/24, FHHAE
PC3. PC4 FIE%EM %A 10.130.91.1, DA PC3 M|, ECEUITR:

WiE P igE

E=

IPv4

& =

IP Histik

_ 10.130.91.212

TR
22

P
10.130.91.1

Figure 8: PC3 #£47 IP Hiidik i %%

4.5.2 BAE VLAN FI%

FCE VLANIF % 1, 1EAN%4 PC IIMISE, 16 LSWI EFCE VLANIF10 £ 1A 1P Hilik oy
10.130.81.1/24, FC'® VLANIF20 #2111 1P Hitikh 10.130.91.1/24, EAAGSWR:
[LSW1] int vlanif 10
[LSW1-V1anif10] ip addr 10.130.81.1
[LSW1-V1anif10] int vlanif 20
[LSW1-V1anif20] ip addr 10.130.91.1

BLE 42 JGf#H display interface Vlanif <index>@i&# A VLANIF # O0VRE, &F
iR TR:
[Lswi]ldis int vlanif 18

Vlanif1e current state : UP
Line protocol current state : UP

Last line protocol up time : 2024-11-30 16:28:13
Description:
Route Port,The Maximum Transmit Unit is 1500

Figure 9: vlanif10 2 IRZS
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[LSW1]dis int wlanif 20
Vlanif2@ current state : UP
Line protocol current state : UP

Last line protocol up time : 2024-11-30 16:30:54
Description:
Route Port,The Maximum Transmit Unit is 1568

Figure 10: vlanif20 2 1IRZ
il 1P B2 IEACE, RSN UP,

4.5.3 FERIEARTE
1£ PC1 L ping PC1, PC2, PC3. PC4, BEFZHENS ping 1#, WAL R N4il, 455080

Figure 11: {y BtPEAR56(2)

FIRGERAA PC1 ] DA ping 3@ PC2, PC3, PC4, VLANIF BRE RS Y), P-NER1THY HLAR = A ]
DSGIER

4.6 SINEORZ

MBI SSRGS, AIMBA RS S, N T IRIEMZ 2 2, fRENEOHITZ 2 E,
B LEAMER B3 M6 A MR I 1 A48

4.6.1 fEEOARE
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¥#% 1 GigabitEthernet0/0/1, GigabitEthernet0/0/2 A MAC Hil- 0% E A 1, PALSWI
f] GigabitEthernet0/0/1 A, BLELIT:

[LSW11int gB/0/1

[LSW1-GigabitEthernet®/0/1]1port-security enable

Info: This operation may take a few seconds. Please wait a moment.
[LSW1-GigabitEthernetBd/0/11poet

Sep 22 2025 13:12:20 LSH1 L2IFPPI/4/PORTSEC_ACTION_ALARM:0ID 1.3.6.1.4.1.2011.5.
25.42.2.1.7.6 Interface (7/1) GigabitEthernet®/0/1 receive insecure MAC address,

and the port status is: 1. (l:restrict;2:protect;3:error-down)
Sep 22 2025 13:12:20 LSH1 L2IFPPL/4/PORTSEC_ACTION_HAVEMAC_ALARM:0ID 1.3.6.1.4.1
.2011.5.25.315.3.2 Interface 7 receive insecure MAC address. (MacAddr=[1c.69.7a.
2f .8F .22 (hex)1, VLAN=20, YsiName=, Portindex=1, InterfaceName=GigabitEthernetd/
0/1, the port status is: 1. {l:restrict;2:protect;3:error-down
[LSW1-GigabitEthernet8/0/1]por
Sep 22 2025 13:12:23 LSH1 DS/4/DATASYNC CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 13, the chang
e loop count is B, and the maximum number of records is 4095.
[LSW1- GlgabltEthernet@/@/l]port security mac-address sticky
[LSW1-GigabitEthernetB/0/11port-security mac-ad
Sep 22 2025 13:12:43 LSH1 DS/4/DATASYNC_CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 14, the chang
e loop count is B, and the maximum number of records is 4095.
[LSW1- GlgabltEthernetﬁfﬂfl]port security max-
Sep 22 2025 13:12:46 LSH1 LZIFPPI/ﬁ/PURTSEC ACTION_ALARM:0ID 1.3.6.1.4.1.2011.5.
25.42.2.1.7.6 Interface (7/1) GigabitEthernetd/8/1 receive insecure MAC address,
and the port status is: 1. (1l:restrict;2:protect;:3:error-down
Sep 22 2025 13:12:46 LSW1 L2TFPPI/4/PORTSEC_ACTION_HAVEMAC_ALARM:0ID 1.3.6.1.4.1
.2011.5.25.315.9.2 Interface 7 receive insecure MAC address. (MacAddr=[1c.69.7a.
2f .8F.22 (hex)1, VLAN=20, YsiName=, Portindex=1, InterfaceName=GigabitEthernetd/
0/1, the port status is: 1. {l:restrict;2:protect;3:error-down
[LSW1-GigabitEthernetd/0/1]1port-security max-mac—num 1
[LSW1-GigabitEthernetB/0/11_

Figure 12: it B 4% 1 %4

MCE 42 J5, 1k PC1 5 PC2\ PC3. PC4 HEAT — K ping 185, 1EAZHHL ¥ >J B4~ PC ] MAC
Hiht. F ipconfig /all iy4 & PC ) MAC Hutik, DL PC1 A, EHELEFRWF:

Family Controller

Figure 13: 15 PC1 [f] MAC itk

Al LA 3] PC1 ) MAC Hidil- A 1C-69-7A-2F-93-70. £ LSW1 [iZ4T display mac-address
A EAE LTINS BN MAC Hullk, &ESEWF:

[LSW1ldisplay mac-address

MAC Address VLANAYSI/BD Learned-From Tupe
1c69-7a2f-8f2e 10/-/- GEQ/0/2 dynamic
1c69-7a2f-8f6c 10/-/- GED/0/1 sticky
1c69-1a2f-9370 20/-/- GED/B/3 dynamic

Total 1tems displaved = 3

Figure 14: JHlEAZ AL > B 1) MAC Hbdik:
A DAB B2 15232 T PC1 1Y MAC Hidik,

4.6.2 WIRIEORLEHE

AN N BN, ¥ PC1 FTRAZ AL LSWI BIRIZREC R, 2N NZEICAR B A
LSWI1, 7 Ip itk 5 ERIAMSCILE NS PCl AHIF

RIG 535 ping PC2, PC3, PC4, Z5RIGTCIEIER ping JH, BEERENIAI MAC Hilt3R, &
PFHIRA 2SR NEITC A BN MAC Hiblk, BiRAR: 12 2H 8 R,
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o 2] T AR E R ECE T, B T e ad v 22 40 EOR BT 1k AR SR AL
B AN ZE
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5.2 IS RENE

AIRKR, WAETEREAER VLAN BLE 5, EAF SR BRI Z 250K, FFELR+
FRIDFIH . (eSS, B T2 R, E@EdEFTR, HECEIMMFEY, REMRT R
W, JEIARES, BAMUFES T SRECER TR, & TR ATERIRE .

12



(P THE) ik 5

SE 3
[1] 4659, S600-E RAAEHHL SAIFC B R B - % H[EB/OL]. (2024-11-07). hitps:/support.
huawei.com/enterprise/zh/doc/EDOC1000141427/f36b09a2.

(2] #E4. S600-E R ¥ A2 #etll AL B %45 - £ H[EB/OL]. (2024-11-07). https://support.
huawei.com/enterprise/zh/doc/EDOC1000141427/82710693.

(3] By, Bl E o M % 7R il - S600-E R AL Hiebl S e & 52 451 - S [EB/OLY]. (2024-11-07).
https://support.huawei.com/enterprise/zh/doc/EDOC1000141427/6b53bfef.

13


https://support.huawei.com/enterprise/zh/doc/EDOC1000141427/f36b09a2
https://support.huawei.com/enterprise/zh/doc/EDOC1000141427/f36b09a2
https://support.huawei.com/enterprise/zh/doc/EDOC1000141427/82710693
https://support.huawei.com/enterprise/zh/doc/EDOC1000141427/82710693
https://support.huawei.com/enterprise/zh/doc/EDOC1000141427/6b53bfef

	实验目的
	实验原理
	VLAN
	端口安全

	实验环境
	实验背景
	实验设备

	实验步骤及结果
	实验拓扑
	按照拓扑图接线
	配置前检验
	配置VLAN
	配置各个接口的VLAN属性
	阶段性检验

	配置VLANIF接口实现三层路由通信
	配置PC默认网关
	配置VLAN网关
	阶段性检验

	引入接口安全
	配置接口安全
	检验接口安全配置


	实验总结
	内容总结
	心得感悟

	参考文献

