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WAL | D | R | M IP bl B A ID | VLAN FiE
LSW1 | g0/0/1 | LSW2 g0/0/1 - 6 - M T5 Lsw2 A R4 (iStack)
LSW1 | g0/0/7 | LSW2 g0/0/7 - 6 - T 5 Lsw2 HEHES R4 (iStack)
LSW1 | go/0/3 AR1 g0/0/4 | 192.168.10.1/24 2 VLAN10 HERH MG AR
LSW1 | g0/0/4 AR2 g0/0/4 | 192.168.10.1/24 4 VLAN10 HEHH M AR2
LSW1 | go0/0/5 | LSW3 g0/0/3 | 192.168.110.1/24 - VLAN110 B N JZ AL L LSW3
LSW1 | go/0/6 | LSW4 g0/0/3 | 192.168.120.1/24 - VLAN120 RN Z A A LSW4
LSW1 [ go0/0/8 FW1 g0/0/0 | 192.168.20.1/24 3 VLAN20 TR K 55 - A
LSW1 | g0/0/9 FW1 g0/0/1 | 192.168.30.1/24 8 VLANS30 H T K 55 - Al
LSW1 | g0/0/10 | FW2 g0/0/0 | 192.168.20.1/24 9 VLAN20 H 1T K8 55 - Ml
LSW1 |g0/0/11| FW2 g0/0/1 | 192.168.30.1/24 10 VLAN30 H 1 g 55 HE- N 0
LSW1 |g0/0/13 | LSW2 g0/0/13 - - - M+ £ 40 (CORE-mad)
LSW2 | g0/0/1 | LSW1 g0/0/1 - 6 - T 5 LSw1 HiHES R4 (iStack)
LSW2 | g0/0/7 | LSW1 g0/0/7 - 6 - MT5 LSwi1 AR R4 (iStack)
LSW2 | g0/0/3 AR1 g0/0/5 | 192.168.10.1/24 2 VLAN10 HEFEH T 5E AR1
LSW2 | g0/0/4 AR2 g0/0/5 | 192.168.10.1/24 4 VLAN10 HERH M E AR2
LSW2 | g0/0/5 | LSW5 g0/0/4 | 192.168.130.1/24 11 VLAN130 RN E WAL LSW5
LSW2 | go/0/6 | LSW5 g0/0/5 | 192.168.130.1/24 11 VLAN130 B N JZ AL L LSW5
LSW2 | g0/0/8 | FW1 g0/0/2 | 192.168.20.1/24 3 VLAN20 T K 5% - A
LSW2 | g0/0/9 | FW1 g0/0/3 | 192.168.30.1/24 8 VLAN30 H T 2k 3% 5% - P )
LSW2 | g0/0/10 | FW2 g0/0/2 | 192.168.20.1/24 9 VLAN20 H T K 55 - A Ml
LSW2 | g0/0/11| FW2 g0/0/3 | 192.168.30.1/24 10 VLAN30 H 1T KO 55 - Al
LSW2 | g0/0/13| LSW1 g0/0/13 - - - -+ 2 £ (CORE-mad)

Table 1: -0 HALIH AR
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WAL | D | EERS | WD IP Hhtik #EH%K 4 ID | VLAN #E
AR1 | g0/0/2 AR3 g0/0/0 - - - BN M H T AR3
AR1 [ g0/0/4| LSW1 g0/0/3 | 192.168.10.2/24 2 - R &R B S RSt
AR1  [g0/0/5| LSW2 g0/0/3 | 192.168.10.2/24 2 - R G R B S RSt
AR2 | g0/0/3 AR4 g0/0/1 - - - HEREN M AR4
AR2 [ g0/0/4| LSW1 g0/0/4 | 192.168.10.3/24 4 - R &R B S RSt
AR2  [g0/0/5| LSW2 g0/0/4 | 192.168.10.3/24 4 - R &R B S RSt
AR3 [ g0/0/0 AR1 g0/0/2 - - - BN M HARL
AR3 [ g0/0/1 | AMEIEKEHAS | RA - - - TR A1 2
VRRP - CORE - 192.168.10.100/24 - - | VRRP M SC#4E Public X1
Table 2: H F SR $hK
W2 | B0 | ERRE | MrEn IP Hihl: | 8RS ID | VLAN HE
PC1 3511 | LSW3 g0/0/1 - - VLAN110 | J& T VLAN110
PC2 85| LSW3 g0/0/2 - - VLAN110 | J& T VLAN110
Asso |25 11| LSW4 £0/0/1 - - VLAN120 | J& T VLAN120
Boss |65 | LSW4 g0/0/2 - - VLAN120 | J& T VLAN120
WebServer | N/A | LSW5 g0/0/2 | 192.168.130.10 - . Web fIz 55 #%
DataServer [ N/A | LSW5 g0/0/2 | 192.168.130.10 - - ACTENI &

Table 3: &% 5 RS A #hIh &

10




(P2 THE) SLa ks

B TR e EER | AT IP ik VLAN #HE
LSW3 g0/0/1 PC1 35 H - - Access
LSW3 g0/0/2 PC2 8 = - - Access
LSW3 g0/0/3 LSW1 g0/0/5 - VLAN110 Trunk
LSW3 g0/0/4 LSW2 - - - -

LSW3 | g0/0/5~g0/0/7 | BTN & | Aoy - - BN %
LSW4 g0/0/1 Asso 25 M - - Access
LSW4 g0/0/2 Boss 6 5 I - - Access
LSW4 g0/0/3 LSW1 £0/0/6 - VLAN120 Trunk
LSW4 | g0/0/4~g0/0/7 | BTN | A - - BN %
LSW5 g0/0/2 DataServer | A4 | 192.168.130.10 - Web JIk 55 s i ik
LSW5 g0/0/2 WebServer | AN73#210 | 192.168.130.10 - DNS Jii 55 # Hi ik
LSW5 g0/0/3 AP1 Aoy H - - -

LSW5 £0/0/4 LSW2 g0/0/5 - - -

LSW5 g0/0/5 LSW2 £0/0/6 - - -

Table 4: #ENJZ MR
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WA | BN | SRR | W7D IP Hihi HEER 4 ID | VLAN 1
FW1 | g0/0/0 | LSW1 g0/0/8 | 192.168.20.2/24 3 VLAN20 | FIBh K38 55 HE-4 Ml
FW1 | g0/0/1| LSW1 g0/0/9 | 192.168.30.2/24 8 VLAN30 | FIBh K55 H- il
FW1 | g0/0/2 | LSW2 g0/0/8 | 192.168.20.2/24 3 VLAN20 | FIBh K3 55 HE-4 Ml
FW1 | g0/0/3 | LSW2 g0/0/9 | 192.168.30.2/24 8 VLAN30 | FIBh K55 H- il
FW1 |g0/0/4| FWwW2 0/0/4 10.1.1.1/24 7 - T KB 55 HE R Gt
FW1 | g0/0/5| FWw2 g0/0/5 10.1.1.1/24 7 - T KB 55 HE R Gt
FW2 | g0/0/0 | LSW1 g0/0/10 | 192.168.20.3/24 3 VLAN20 | FIBh K355 HE-4 Ml
FW2 [g0/0/1| LSW1 g0/0/11 | 192.168.30.3/24 8 VLAN30 | H FIB)5 K55 55 -
FW2 | g0/0/2 | LSW2 g0/0/10 | 192.168.20.3/24 3 VLAN20 | FIBh K355 HE-4 Ml
FW2 [g0/0/3 | LSW2 g0/0/11 | 192.168.30.3/24 8 VLAN30 | H FIB)5 K855 55 -
FW2 | g0/0/4| FW1 0/0/4 10.1.1.2/24 7 - T KB 55 HE R Gt
FW2 | g0/0/5| FW1 g0/0/5 10.1.1.2/24 7 - T KB 55 HE R Gt

Table 5: B K IE#h#hK
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Figure 4: HLHE 5 [ #:4: K]
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4.2 BeBZROBMERAERINGE
4.2.1 HBE RS

e BC BTG B, ARG AR IB S 1 stack-port 0/1 X B FPIERNG 1, RAUEFEAR IS B HEHEB U [ stack-port 0/2 X ML
YRR ], A B R R,
1. i B 3% A ME B i ] N0 B RS 57 3 1
o BCHE LSW1 k55 11 g0/0/1+ g0/0/7 WER A T 171, FE 0N ZIAH L1 18 56 HE B v 11

<HUAWEI> system-view

[HUAWEI] sysname LSW1

[LSW1] interface stack-port 0/1

[LSW1-stack-port@/1] port interface g@/0/1 enable

Warning: Enablingstack function may cause configuration loss on the interface. Continue? [Y/N]:y
Info: This operation may take a few seconds. Please wait.

[LSW1-stack-port@/1] quit

[LSW1] interface stack-port 0/2

[LSW1-stack-port@/2] port interface g@/0/7 enable

Warning: Enablingstack function may cause configuration loss on the interface. Continue? [Y/N]:y
Info: This operation may take a few seconds. Please wait.

[LSW1-stack-port@/2] quit

« BCE LSW2 k55 11 g0/0/1+ g0/0/7 WBR A G oty 171, FF 0N ZIAH I 1) 12 56 3 B v 11

<HUAWEI> system-view

[HUAWEI] sysname LSW2

[LSW2] interface stack-port 0/1

[LSW2-stack-port@/1] port interface g@/@/1 enable

Warning: Enablingstack function may cause configuration loss on the interface. Continue? [Y/N]:y
Info: This operation may take a few seconds. Please wait.

[LSW2-stack-port@/1] quit

[LSW2] interface stack-port 0/2

[LSW2-stack-port@/2] port interface g@/@/7 enable

Warning: Enablingstack function may cause configuration loss on the interface. Continue? [Y/N]:y

17
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Info: This operation may take a few seconds. Please wait.
[LSW2-stack-port@/2] quit

2. MCEHER ID MRS
- BCE LSW1 IHEBL SN 2000

[LSW1] stack slot @ priority 200
Warning: Do not frequently modify the Priority because it will make the stack split. Continue? [Y/N]:y

o BCE LSW2 fHES 1D (BP Slot) M 1.

[LSW2] stack slot @ renumber 1

Warning: All the configurations related to the slot ID will be lost after the slot ID is modified.

Do not frequently modify the slot ID because it will make the stack split. Continue? [Y/N]:y

Info: Stack configuration has been changed, and the device needs to restart to make the configuration effective.

3. fEfE s L. fEFH P SUH FHIN save f14, RAFICEE B
4. RPAB A& HARIT 5 3

« XM LSW1. LSW2.

« JEJAB LSW1, SEfF 2 B A, BEHINIEER SR E LSW1 2 )5, 530 LSW2.
5. MIRFLE 45 AT display stack A EREHESRRE, WHEEWT:

[CORE]disp stack

Stack mode: Service-port

Stack topology type: Ring

Stack system MAC: 6012-3c9a-5ff0

MAC switch delay time: 10 min

Stack reserved VLAN: 4093

Slot of the active management port: --

Slot Role MAC Address Priority Device Type
0 Master 6012-3c9a-5ff@ 200 S5735S5-S24T4S-A
1 Standby 642c-accl-5970 100 S57355-S24T4S-A

18
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b os THERIPIRSEE, RS BRI, S RS MAC Hbht. MAC DRI A) . HES R VLAN. 0 2 i
IAREAL. S MEALA G MAC shhk R BRIT ., Horr, #8470 [ Priority 7y 200, #4571 1) Priority 4 100, fE3E4HAE{L 0 %
AN Master ffith, 47 104 Standby ffi . R L HRENS DRAE B8 PROE HE N FOERE 17 I A (.

FLEENE, MARFRAR - TMEERS, 2H LB NEE, SN CORE, RNRLER. ERSHIBCES, K LA CORE fENIREHR,

4.2.2 TEZOERERY Eth-Trunk THEEFIIED 1P it

SRR TR O S H IS S HE Y B R IR AR, DAR & B 1 o8 fl w52
1. 1% Eth-Trunk1, AT ARL, U0 Eth-Trunk B4 .

[CORE] interface Eth-Trunk 1
[CORE-Eth-Trunkl] mode lacp
[CORE-Eth-Trunkl] quit

[CORE] interface GigabitEthernet 0/0/3
[CORE-GigabitEthernet@/0/3] Eth-Trunk 1
[CORE-GigabitEtherneto/@/3] quit

[CORE] interface GigabitEthernet 1/0/3
[CORE-GigabitEthernetl/@/3] Eth-Trunk 1
[CORE-GigabitEthernetl/0/3] quit

2. & Eth-Trunk2, FHTi%EH: AR2, FFI0 Eth-Trunk B¢ 230,

[CORE] interface Eth-Trunk 2
[CORE-Eth-Trunk2] mode lacp
[CORE-Eth-Trunk2] quit

[CORE] interface GigabitEthernet 0/0/4
[CORE-GigabitEthernet@/@/4] Eth-Trunk 2
[CORE-GigabitEthernet0/0/4] quit

[CORE] interface GigabitEthernet 1/0/4
[CORE-GigabitEthernetl/@/4] Eth-Trunk 2
[CORE-GigabitEthernetl/0/4] quit

3. A& Eth-Trunk3, T 3E8 FW1 (UMD, FfI0A Eth-Trunk B #EEH

19
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[CORE] interface Eth-Trunk 3
[CORE-Eth-Trunk3] mode Llacp
[CORE-Eth-Trunk3] quit

[CORE] interface GigabitEthernet 0/0/8
[CORE-GigabitEthernet@/0/8] Eth-Trunk 3
[CORE-GigabitEthernet0/0/8] quit

[CORE] interface GigabitEthernet 1/0/8
[CORE-GigabitEthernetl/0/8] Eth-Trunk 3
[CORE-GigabitEthernet1/0/8] quit

4. )% Eth-Trunk4, HTZEE FW1 (AN, FFIA Eth-Trunk a1 .

[CORE] interface Eth-Trunk 4
[CORE-Eth-Trunk4] mode lacp
[CORE-Eth-Trunk4] quit

[CORE] interface GigabitEthernet @/0/9
[CORE-GigabitEthernet@/@/9] Eth-Trunk 4
[CORE-GigabitEthernet0/0/9] quit

[CORE] interface GigabitEthernet 1/0/9
[CORE-GigabitEthernet1/@/9] Eth-Trunk 4
[CORE-GigabitEthernetl/0/9] quit

5. fiJ## Eth-Trunk5, FTi&ER: FW2 (UMD, FEIIN Eth-Trunk Ji% 54 1 .

[CORE] interface Eth-Trunk 5
[CORE-Eth-TrunkS5] mode lacp
[CORE-Eth-TrunkS5] quit

[CORE] interface GigabitEthernet 0/0/10
[CORE-GigabitEthernet@/0/10] Eth-Trunk 5
[CORE-GigabitEthernet@/0/10] quit

[CORE] interface GigabitEthernet 1/0/10
[CORE-GigabitEthernetl/0/10] Eth-Trunk 5
[CORE-GigabitEthernet1/0/10] quit

6. B%E Eth-Trunke, T iZEH: FW2 (KD, FFNA Eth-Trunk & 52 1.

20
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[CORE] interface Eth-Trunk 6
[CORE-Eth-Trunké6] mode lacp
[CORE-Eth-Trunké6] quit

[CORE] interface GigabitEthernet 0/0/11
[CORE-GigabitEthernet@/@/11] Eth-Trunk 6
[CORE-GigabitEthernet0/0/11] quit

[CORE] interface GigabitEthernet 1/0/11
[CORE-GigabitEthernetl/@/11] Eth-Trunk 6
[CORE-GigabitEthernet1/0/11] quit

4.2.3 BEEBEZUEEEAY VLAN IhgE

i AiEECE, ZOREE EIIERISETE T 2 > VPN 526 Private 5 Public, B 1EANRE, FRAMSINIREEERIERE; BMEFINX
TEEEZ ™ VLAN, HESD Eth #% 0 _ERH VLAN I A, (& HCRIRHIS R E RIS S IERE, AP EH T VLANBCE, H RS8N VLAN AL
B VLANIF £ 09 1P sk,

1. fiJ%# VLAN /i & VLANIF #£1.

[CORE] vlan batch 10 20 30 110 120 130
[CORE] interface Vlanif 10

[CORE-V1anif1@] ip address 192.168.10.1 24
[CORE-Vlanif10] quit

[CORE] interface Vlanif 20
[CORE-V1lanif20] ip address 192.168.20.1 24
[CORE-Vlanif20] quit

[CORE] interface Vlanif 30
[CORE-V1anif3@] ip address 192.168.30.1 24
[CORE-Vlanif30] quit

[CORE] interface Vlianif 110
[CORE-V1anif110] ip address 192.168.110.1 24
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[CORE-Vlanifi11@]

[CORE] interface
[CORE-Vlanif120]
[CORE-V1lanif120]

[CORE] interface
[CORE-Vlanifi130]
[CORE-Vlanif130]

quit

Vianif 120
ip address 192.168.120.1 24
quit

Vianif 130
ip address 192.168.130.1 24
quit

2. it & Eth-Trunk /] VLAN 7C¥F513
« it ® Eth-Trunkl 0% VLAN10.

[CORE] interface Eth-Trunk 1

[CORE-Eth-Trunkl] port link-type trunk
[CORE-Eth-Trunkl] port trunk allow-pass vlan 10
[CORE-Eth-Trunkl] quit

o it & Fth-Trunk2 ¥ VLAN10.

[CORE] interface Eth-Trunk 2

[CORE-Eth-Trunk2] port link-type trunk
[CORE-Eth-Trunk2] port trunk allow-pass vlan 10
[CORE-Eth-Trunk2] quit

« Bt & Eth-Trunk3 f04 VLAN20.

[CORE] interface Eth-Trunk 3

[CORE-Eth-Trunk3] port link-type trunk
[CORE-Eth-Trunk3] port trunk allow-pass vlan 20
[CORE-Eth-Trunk3] quit

« Bt E Eth-Trunk4 21F VLAN30.
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[CORE] interface Eth-Trunk 4

[CORE-Eth-Trunk4] port link-type trunk
[CORE-Eth-Trunk4] port trunk allow-pass vlan 30
[CORE-Eth-Trunk4] quit

« Fit & Eth-Trunk5 01 VLAN20.

[CORE] interface Eth-Trunk 5

[CORE-Eth-Trunk5] port link-type trunk
[CORE-Eth-Trunk5] port trunk allow-pass vlan 20
[CORE-Eth-Trunk5] quit

« Bt & Eth-Trunké f0¥F VLAN30.

[CORE] interface Eth-Trunk 6

[CORE-Eth-Trunk6] port link-type trunk
[CORE-Eth-Trunké6] port trunk allow-pass vlan 30
[CORE-Eth-Trunk6] quit

« ft® Eth-Trunk7 70 VLAN130.

[CORE] interface Eth-Trunk 7

[CORE-Eth-Trunk7] port link-type trunk
[CORE-Eth-Trunk?7] port trunk allow-pass vlian 130
[CORE-Eth-Trunk7] quit

Bl & 5l )E, I8 display vian fn42 & F VLAN L &5 5, fiHELEIT:

[CORE]disp vlan
The total number of VLANs is: 8

U: Up; D: Down; TG: Tagged; UT: Untagged;
MP: Vlian-mapping; ST: Vlan-stacking;
#: ProtocolTransparent-vlan; *: Management-vlan;
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VID Type Ports

1 common UT:GE@/0/2(D) GE@/e/5(U) GE@/e/6(U) GE@/0/12(D)
GE@/0/13(U) GE@/@/14(D) GE@/0/15(D) GE@/0/16(D)
GE@/e/17(D) GE@/0/18(D) GE@/0/19(D) GE@/e/20(D)
GE@/@/21(D) GE@/e/22(D) GE@/@/23(D) GE@/@/25(D)
GE@/0/26(D) GE@/0/27(D) GE@/0/28(D) GE1/0/2(D)
GE1/@/6(U) GE1/0/12(U) GE1/0/13(U) GE1/0/14(D)
GE1/0/16(D) GE1/0/17(D) GE1/0/18(D) GE1/0/19(D)
GE1l/@/20(D) GE1/0/21(D) GE1/0/22(D) GE1/0/23(D)
GE1/0/24(D) GE1/0/25(D) GE1/0/26(D) GE1/0/27(D)
GE1/0/28(D) Eth-Trunk1(U) Eth-Trunk2(U) Eth-Trunk10(D)

Eth-Trunk20(D)
10  common TG:GE1/0/12(U)
20 common UT:Eth-Trunk3(U)
TG:GE1/0/12(U)
UT:Eth-Trunk4(U)
TG:GE1/0/12(U)
UT:GE@/0/24(U)
TG:GE1/0/12(U)

Eth-Trunk1(U)
Eth-Trunk5(U)

Eth-Trunk2(U)

30 common Eth-Trunké6(U)

66 common

110 common TG:GE@/0@/5(U) GE1/0/6(U) GE1/0/12(U)
120 common TG:GE@/@/6(U) GE@/0/12(D) GE1/0/12(U)
130 common UT:GE1/0@/5(U) GE1/0/15(D)

TG:GE1/@0/12(U)

VID Status Property MAC-LRN Statistics Description

1 enable default enable disable VLAN 0001
10 enable default enable disable VLAN 0010
20 enable default enable disable VLAN 0020
30 enable default enable disable VLAN 0030
66 enable default enable disable VLAN @066
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110 enable default enable disable VLAN 0110
120 enable default enable disable VLAN 0120
130 enable default enable disable VLAN 0130

s B S B EINE TR, WA VLANYD B AL

4.3 BAEENE
BABHECE LR F, (3 &E] VLAN,
1. ficE LSW3:

<HUAWEI> system-view
[HUAWEI] sysname LSW3
[LSW3] vlan batch 110 // €U} VLAN11e@

[LSW3] interface GigabitEthernet ©/0/1 // EREBE# PCl M#EO A Access B, M A VLAN11O
[LSW3-GigabitEthernet®/@/1] port link-type access

[LSW3-GigabitEthernet@/0/1] port default vian 110

[LSW3-GigabitEthernet@/0/1] quit

[LSW3] interface GigabitEthernet ©/0/2 // EREBE# PC2 MIEO A Access B, MA VLAN11O
[LSW3-GigabitEthernet@/@/2] port link-type access

[LSW3-GigabitEthernet@/0/2] port default vian 110

[LSW3-GigabitEthernet@/0/2] quit

[LSW3] interface GigabitEthernet @0/0/3 // BL&E&E# LSW1l B9 O A Trunk #3X, 21F VLAN1le @
[LSW3-GigabitEthernet@/@/3] port link-type trunk

[LSW3-GigabitEthernet0/0/3] port trunk allow-pass vlan 110

[LSW3-GigabitEthernet@/0/3] quit

2. fl'E LSW4:

A VLAN 66 A2 JaRACE 1), AL n] 205,
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<HUAWEI> system-view
[HUAWEI] sysname LSW4
[LSW4] vlan batch 120

[LSW4] interface GigabitEthernet
[LSW4-GigabitEtherneto/@/1] port
[LSW4-GigabitEthernet0/@/1] port
[LSW4-GigabitEtherneto/@/1] quit

[LSW4] interface GigabitEthernet
[LSW4-GigabitEtherneto/@/2] port
[LSW4-GigabitEthernet0/@/2] port
[LSW4-GigabitEthernet@/@/2] quit

[LSW4] interface GigabitEthernet
[LSW4-GigabitEtherneto/@/3] port
[LSW4-GigabitEtherneto/@/3] port
[LSW4-GigabitEtherneto/@/3] quit

3. L& LSW5:

<HUAWEI> system-view
[HUAWEI] sysname LSWS
[LSW5] vlan batch 130

[LSW5] interface GigabitEthernet
[LSW5-GigabitEthernet@/@/2] port
[LSW5-GigabitEthernet0/@/2] port
[LSW5-GigabitEthernet@/0/2] quit

[LSW5] interface GigabitEthernet
[LSW5-GigabitEthernet@/@/3] port
[LSW5-GigabitEtherneto/@/3] port
[LSW5-GigabitEthernet@/0/3] quit

// €J#E VLAN120

0/0/1 // BEEE¥E Asso BI¥EDO A Access BRI, M VLAN120
link-type access
default vlian 120

0/0/2 // BEEE & Boss HI¥EMO A Access I, M VLAN120
link-type access
default vlian 120

e/e/3 // BBEEE LSW1 BEOR Trunk B, IF VLANI20 &
link-type trunk
trunk allow-pass vlan 120

// €1E VLAN130

0/0/2 // BCEEHE DataServer BYIEMO A Access # =, N VLAN13Q
link-type access
default vlian 130

e/e/3 // BEEi&E# APl M9¥E O A Access #3{, MA VLAN13®
link-type access
default vlian 130
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[LSW5] interface GigabitEthernet ©/0/4 // ECE&E#HE LSW2 89#% O A Trunk X, 21iF VLANLI3O &@id
[LSW5-GigabitEthernet@/@/4] port link-type trunk

[LSW5-GigabitEthernet0/@/4] port trunk allow-pass vlan 130

[LSW5-GigabitEthernet@/@/4] quit

4.4 EREH OMXHBATHEE

HIEWSCEAY AR, AR2, TEMAPERA, ECACERK MR AERREESED, BOZHLRER R
1. £ AR1 bf% Eth-Trunk2, FFAIARCAIE .

[AR1] interface Eth-Trunk 2
[AR1-Eth-Trunk2] undo portswitch
[AR1-Eth-Trunk2] mode lacp-static
[AR1-Eth-Trunk2] quit

[AR1] interface GigabitEthernet @/0/4
[AR1-GigabitEthernet0/0/4] Eth-Trunk 2
[AR1-GigabitEthernet@/0/4] quit

[AR1] interface GigabitEthernet 0/0/5
[AR1-GigabitEthernet@/0/5] Eth-Trunk 2
[AR1-GigabitEthernet®/0/5] quit

2. £ AR1 EFC#E Dotlq 45 7H: 1 o IP Hidik, JFZ45 VLAN10,
[AR1] interface Eth-Trunk 2.100
[AR1-Eth-Trunk2.100] ip address 192.168.10.2 24

[AR1-Eth-Trunk2.100] dotlg termination vid 10
[AR1-Eth-Trunk2.100] quit

3. AR2 5 AR1 [NECE L F—#—FE, {UF 1P itk E AR . 78 AR2 LA Eth-Trunk4, FFMAR R,
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[AR2] interface Eth-Trunk 2
[AR2-Eth-Trunk2] undo portswitch
[AR2-Eth-Trunk2] mode lacp-static
[AR2-Eth-Trunk2] quit

[AR2] interface GigabitEthernet 0/0/4
[AR2-GigabitEthernet®/0/4] Eth-Trunk 2
[AR2-GigabitEthernet@/0/4] quit

[AR2] interface GigabitEthernet 0/0/5
[AR2-GigabitEthernet®/0/5] Eth-Trunk 2
[AR2-GigabitEthernet@/0/5] quit

4. f£ AR2 0 HE Dotlq 45 78 K IP Mk, JF#45 VLANI1O.

[AR2] interface Eth-Trunk 2.100
[AR2-Eth-Trunk2.100] ip address 192.168.10.3 24
[AR2-Eth-Trunk2.100] dotlg termination vid 10
[AR2-Eth-Trunk2.100] quit

4.4.1 BEEFHAIGRRIRATINEE
DB, AR AP KSR R e, RRECER R 1P Hikk, RIEHRIERZ X022 XK,
1 £ FW1 ERCEZ NS 22X,

[FW1] interface Eth-Trunk 3 // E2E5 CORE ZE#Z®EO Kk IP #hik (M)
[FW1-Eth-Trunk3] ip address 192.168.20.2 24

[FW1-Eth-Trunk3] mode lacp-static

[FW1-Eth-Trunk3] quit

[FW1] interface GigabitEthernet @/0/0 // 7 Eth-Trunk3 HIM AR RIEDO
[FW1-GigabitEthernet®/@/@] Eth-Trunk 3

[FW1-GigabitEthernet@/0/0] quit

[FW1] interface GigabitEthernet @/0/2 // £ Eth-Trunk3 HIIAK REQO
[FW1-GigabitEthernet®/@/2] Eth-Trunk 3
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[FW1-GigabitEthernet@/0/2] quit

[FW1] interface Eth-Trunk 4 // EEES CORE ZF#Z®iEO Kk IP ihut (RAM)
[FW1-Eth-Trunk4] ip address 192.168.30.2 24

[FW1-Eth-Trunk4] mode lacp-static

[FW1-Eth-Trunk4] quit

[FwW1] interface GigabitEthernet @/0/1 // 7 Eth-Trunk4 M AR REO
[FW1-GigabitEthernet®/@/1] Eth-Trunk 4

[FW1-GigabitEthernet@/0/1] quit

[FW1] interface GigabitEthernet 0/0/3 // 7 Eth-Trunk4 RN AR GRIEO
[FW1-GigabitEthernet@/@/3] Eth-Trunk 4

[FW1-GigabitEthernet®/0/3] quit

[FW1] interface Eth-Trunk 1 // EE& FW1 5 FwW2 ZE#ZmvixO
[FW1-Eth-Trunkl] ip address 10.1.1.1 24

[FW1-Eth-Trunkl] mode lacp-static

[FW1-Eth-Trunkl1] quit

[FW1] interface GigabitEthernet 0/0/4 // 7 Eth-Trunkl RN AR GEO
[FW1-GigabitEthernet®/@/4] Eth-Trunk 1

[FW1-GigabitEthernet@/0/4] quit

[FwW1] interface GigabitEthernet @/0/5 // 7f Eth-Trunkl M A REO
[FW1-GigabitEthernet®/@/5] Eth-Trunk 1

[FW1-GigabitEthernet@/0/5] quit

[FW1] firewall zone trust

[FW1-zone-trust] add interface Eth-Trunk 4 // BZEEAMAM Eth-Trunkd MAR £ X i
[FW1-zone-trust] quit

[FW1] firewall zone untrust

[FWl-zone-untrust] add interface Eth-Trunk 3 // BEZEIHME Eth-Trunk3 MANI R 2 X1
[FW1-zone-untrust] quit

[FW1] firewall zone dmz
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[FW1-zone-dmz] add interface Eth-Trunk 1 // 3 FW1 5 Fw2 Z @& QO M AN DMZ X
[FW1-zone-dmz] quit

2. f£ FW2 EECE M5 22X,

[FW2] interface Eth-Trunk 3 // ECES CORE EZEMIEO R IP ihut (48M)
[FW2-Eth-Trunk3] ip address 192.168.20.3 24

[FW2-Eth-Trunk3] mode lacp-static

[FW2-Eth-Trunk3] quit

[FwW2] interface GigabitEthernet @/0/0 // 7f Eth-Trunk3 HIM AR RIEO
[FW2-GigabitEthernet®/@/@] Eth-Trunk 3

[FW2-GigabitEthernet0/0/0] quit

[FwW2] interface GigabitEthernet @/0/2 // 7f Eth-Trunk3 M AR REO
[FW2-GigabitEthernet0/0/2] Eth-Trunk 3

[FW2-GigabitEthernet@/0/2] quit

[FW2] interface Eth-Trunk 4 // EEES CORE ZFiZ®iEO Kk IP ihut (RAM)
[FW2-Eth-Trunk4] ip address 192.168.30.3 24

[FW2-Eth-Trunk4] mode lacp-static

[FW2-Eth-Trunk4] quit

[FwW2] interface GigabitEthernet @/0/1 // 7 Eth-Trunk4 M AR FREO
[FW2-GigabitEthernet0/0/1] Eth-Trunk 4

[FW2-GigabitEthernet@/0/1] quit

[FW2] interface GigabitEthernet 0/0/3 // 7 Eth-Trunk4 AN AR G IEO
[FW2-GigabitEthernet®/0/3] Eth-Trunk 4

[FW2-GigabitEthernet®/0/3] quit

[FW2] interface Eth-Trunk 1 // EE2& FW2 5 Fwl EZ O
[FW2-Eth-Trunkl] ip address 10.1.1.2 24

[FW2-Eth-Trunkl] mode lacp-static

[FW2-Eth-Trunkl1] quit

[FW2] interface GigabitEthernet 0/0/4 // 7 Eth-Trunkl I A GIEO
[FW2-GigabitEthernet®/@/4] Eth-Trunk 1

[FW2-GigabitEthernet@/0/4] quit
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[FW2] interface GigabitEthernet ©/0/5 // 7 Eth-Trunkl HiIARK REQ
[FW2-GigabitEthernet®/@/5] Eth-Trunk 1
[FW2-GigabitEthernet@/0/5] quit

[FW2] firewall zone trust
[FW2-zone-trust] add interface Eth-Trunk 4 // BZEEAMAM Eth-Trunkd MAR £ X i
[FW2-zone-trust] quit

[FW2] firewall zone untrust
[FW2-zone-untrust] add interface Eth-Trunk 3 // BEZEIHME) Eth-Trunk3 MANI R 2 X1
[FW2-zone-untrust] quit

[FW2] firewall zone dmz
[FW2-zone-dmz] add interface Eth-Trunk 1 // ¥ FW2 5 FWl Z@®#EOMAN DMZ X
[FW2-zone-dmz] quit

4.5 EREERNEMS B EE

WA NHE SR ERAE R EE% 4, B AR1. AR2. FWI1., FW2, 7Rt FHEEEZOERS ARL. AR2 W%, SER0OERRE
RSy, HUOOLER B0 EIN A B8R VPN 326115 FWI1, FW2 BERE, (#15MD VPN SE2Ea] DU 55405 k8% B,

4.5.1 17EE8H2% L EE VRRP
f£ AR1, AR2 L#R%E VRRP, SO EHEEWIEIT VRRP L IP b ZERER HEY,
. fiCE ARI1:

[AR1] interface Eth-Trunk 2.100

[AR1-Eth-Trunk2.100] vrrp vrid 1 virtual-ip 192.168.10.100 //#&2 & VRRPHY Z #A IPth 1it
[AR1-Eth-Trunk2.100] vrrp vrid 1 priority 120 //iE SRouterABY L 4k, 1F H L AMaster
[AR1-Eth-Trunk2.100] quit

. L& AR2:
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[AR2] interface Eth-Trunk 2.100
[AR2-Eth-Trunk2.100] vrrp vrid 1 virtual-ip 192.168.10.100 //#&2 & VRRPHY E #A IPth 1it
[AR2-Eth-Trunk2.100] quit

4.5.2 BidE AR1 #1 AR2 BYERH
1E£ AR1 _EACE OSPF,

[AR1] ospf 100 router-id 1.1.1.1

[AR1-o0ospf-100] area @

[AR1-ospf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 // &% CORE BIMEL %% B OSPF =
[AR1-0spf-100-area-0.0.0.0] quit

[AR1-o0spf-100] quit

1 AR2 FECE OSPF,

[AR2] ospf 100 router-id 2.2.2.2

[AR2-0spf-100] area @

[AR2-0spf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 // & CORE BIMER %% B OSPF =
[AR2-0spf-100-area-0.0.0.0] quit

[AR2-0spf-100] quit

4.5.3 EoEPH A IERIRRH
£ FW1 _FECE B SRR,

[FW1l] ip route-static ©0.0.0.0 0.0.0.0 192.168.20.1 // M F L{TRE, REMMA T — BN CORE B9 Public # DO VLANIF20 B9 IP i
Ht

[FW1] ip route-static 192.168.110.0 255.255.255.0 192.168.30.1 // M F F1I/RKE, B A VLANIIe ML, T —BkA CORE Y
Private # 0O VLANIF30 Ry IP ik

[FW1] ip route-static 192.168.120.0 255.255.255.0 192.168.30.1 // W F F1{TRE, BMHHL} VLANI20 W4, T—BkJ CORE BV
Private # 0O VLANIF30 B9 IP it
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[FW1] ip route-static 192.168.130.0 255.255.255.0 192.168.30.1 // MFTFITRE, B9t VLANI3O W4, F—BkA CORE B9
Private # [ VLANIF30 B IP ihit

£ FW2 _EBCEEHSEKH,

[FW2] ip route-static ©.0.0.0 0.0.0.0 192.168.20.1 // M F LITRE, HRYWE T —B CORE B Public # MO VLANIF20 By IP b
HE

[FW2] ip route-static 192.168.110.0 255.255.255.0 192.168.30.1 // W F TR E, BHy#tatH VLANIIe ML, FT—BtA CORE MY
Private # [ VLANIF30 By IP ithib

[FW2] ip route-static 192.168.120.0 255.255.255.0 192.168.30.1 // W F FIiTA=, BHYMAtH VLANI20 M4, FT—BkA CORE B
Private # [ VLANIF3Q ARy IP ihht

[FW2] ip route-static 192.168.130.0 255.255.255.0 192.168.30.1 // W F Fi1TxE, BAHA - VLANI3O WL, FT—BkA CORE By
Private # [ VLANIF30 B9 IP ihiit

4.5.4 R EROEBIVEREH

ROEERE LIS AL E LR 2%, W REIPIA VPN 5261, 537172 Public A1 Private, Public F TIEHERS 18R, Private I T EEHER K I&, TEHP TR,
AR ERORRE LRV, (RO RRREERER Ras b KhE, ECEN TR ZA A RS, MRES A E IE#.

1. /£ CORE b8 VPN sEfi Public, Hi4%i% t & B03E DOAERLR KBS 14T 12 L1985 21 Public.

[CORE] ip vpn-instance Public // 6I%& Public
[CORE-vpn-instance-Public] ipv4-family
[CORE-vpn-instance-Public-af-ipv4] route-distinguisher 100:2
[CORE-vpn-instance-Public-af-ipv4] vpn-target 222:2 both
[CORE-vpn-instance-Public-af-ipv4] quit
[CORE-vpn-instance-Public] quit

[CORE] interface Vlanif 10

[CORE-V1anif1@] ip binding vpn-instance Public // 3 CORE %= EB2FHIIE DO VLANIF1O 4E E Public

[CORE-V1lanif1@] ip address 192.168.10.1 24 // BIEOYEER Public BY, EO LM IP Mt WMER, EEEHEE IP it
[CORE-Vlanif10] quit
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[CORE] interface Vlanif 20

[CORE-Vlanif2@] ip binding vpn-instance Public  // #§ CORE ZE#ZEPHAE LTOME DO VLANIF20 #3E E Public
[CORE-Vlanif20] ip address 192.168.20.1 24 // BEOSEER Public BF, O LMW IP it wMiR, EESHES IP it
[CORE-Vianif20] quit

- KT EATE, A Public HECE RSB, #H N —BbE F#E R A& VRRP HEL TP,
[CORE] ip route-static vpn-instance Public 0.0.0.0 0.0.0.0 192.168.10.100 // RREMKHB FT—Bkism VRRP Ei#l IP
T RATIE, {E Public FRCEFFASEEH, BEH T BRI B K3 E4T VRRP 1 I EEHL IP (VRIDD) .

[CORE] ip route-static vpn-instance Public 192.168.110.0 255.255.255.0 192.168.20.2 // Bt VLANILO 4K, T — Bk
fgm FWl B EfTEO
[CORE] ip route-static vpn-instance Public 192.168.120.0 255.255.255.0 192.168.20.2 // Baysthsut VLANI20 M4, T —Bk
fgm FWl1 B EfTEOD
[CORE] ip route-static vpn-instance Public 192.168.130.0 255.255.255.0 192.168.20.2 // Bttt n VLAN13O ML, T —Bk
5@ FWl B9 LT8O

. XFRTIAE, £ CORE 5 AR1. AR2 2 [A]izfT OSPF #i8, FT AR1. AR2 =% >] RIMY 55 W B ) [l FE i 5 R .

[CORE] ospf 100 router-id 1.1.1.1 vpn-instance Public

[CORE-ospf-100] area 0

[CORE-0spf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 // BiEE ARL. AR2 I ER X % E) OSPF
[CORE-o0spf-100-area-0.0.0.0] quit

[CORE-ospf-100] import-route static // 1 OSPF B3| NE&SKH

[CORE-o0spf-100] quit

. X F BAT B, 7E CORE @17 VPN 524 Private, K5 %45k 55 WX 25 4% I RE$2 5 KBS AT 4% 10 48 %2 21 Private, Private FJBRE M H T
— Bk h) B k8% R 47 VRRP FE#L IP (VRID2).

[CORE] ip vpn-instance Private // €I# Private

[CORE-vpn-instance-Private] ipv4-family
[CORE-vpn-instance-Private-af-ipv4] route-distinguisher 100:1
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[CORE-vpn-instance-Private-af-ipv4] vpn-target 111:

[CORE-vpn-instance-Private-af-ipv4] quit
[CORE-vpn-instance-Private]

[CORE] interface
[CORE-Vlanif110]
[CORE-Vlanifi11e]
ik

[CORE-Vlanif11@]

[CORE] interface
[CORE-Vlanif120]
[CORE-Vlanifi120]
it

[CORE-V1lanif120]

[CORE] interface
[CORE-Vlanifi130]
[CORE-Vlanif130]
ak

[CORE-Vlanif130]

[CORE] interface

Vianif 110
ip binding
ip address
quit

Vianif 120
ip binding
ip address
quit

Vlanif 130
ip binding
ip address

quit

Vianif 30

quit
vpn-instance Private

192.168.110.1 24

vpn-instance Private
192.168.120.1 24

vpn-instance Private
192.168.130.1 24

[CORE-V1anif30] ip binding vpn-instance Private

[CORE-V1lanif30] ip address 192.168.30.1 24

[CORE-V1lanif30] quit

/1

/1

//

1 both

// ¥ CORE E#E VLAN110 AY4#E [ VLANIF110 #48E ZE Private
BiEOY%EE Private BY, O LR IP Mt #MiR, SBEEHECE IP it

// ¥ CORE Ei#% VLAN120 #9#& O VLANIF120 48E E Private
BEOYEER Private B, O LM IP iUt S% MR, SEEHAEE IP i

// % CORE ZE# VLAN13@ BY# [ VLANIF130 48E = Private
BEOSMESR Private B, O LM IP it X% MbR, FSEEHEE IP it

// % CORE EEM ABETITHIED VLANIF30 4 EE Private
// BEOHNES Private B, #EO LR IP M WM, TEEHECE IP ik

6. 1f Private "PHCESVE HH, B AIBT K5 N AT VRRP 2 FIEESUL TP (VRID2).

[CORE] ip route-static vpn-instance Private 0.0.0.0 0.0.0.0 192.168.30.2 // HR&ERABT—iEm FW1 W TTED

4.6 FrER IS
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FHEECE RS, TN EEART, BUE PCL Y IP Mkl 192.168.110.10/24 , WIS NIZOERE | VPN 526 Private NHY Vianif110 121
Hbhk 192.168.110.1, A5 ping AR1., AR2 ) VRRP L IP Hidik 192.168.10.100 , =] LUEAY, 40& Figure 5, WIERTRE, NIZELK ping, 4kIAIH
FfifEo

oft Vindows [
19 Microsoft

tdministrator :3*.

Figure 5: it Bttt 40 1
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4.7 GoE HthThie
4.7.1 EEEHOMXAEY BFD IhgE
FCE AR1 F1 AR2 Z[AIHY) BFD DiRE, F T Pus s ek i bz il 2 OSPF B Hilk 8,
1. fit & 427 BFD Yjfe.

[AR1] bfd // EEE £/ BFD LhéeH#H AN£/ BFD I E
[AR1-bfd] quit

[AR2] bfd // ECE2/E BFD IhEEHH ANEL/E BFD NI E
[AR2-bfd] quit

[\

. f£ AR1 FFit & OSPF [ BFD 45k

[AR1] ospf 108 // # XN\ OSPF i [E
[AR1-0spf-100] bfd all-interfaces enable // #TF OSPF BFD #5MMFAF X, B3I BFD =iF
[AR1-ospf-100] quit

w

. £ AR2 kit & OSPF ] BFD 4514 .

[AR2] ospf 100 // #N OSPF fiE
[AR2-0spf-100] bfd all-interfaces enable // #TF OSPF BFD #5MBIFA X, B3I BFD |iF
[AR2-0spf-100] quit

o~

. il & BFD 3.

[AR1-0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000 detect-multiplier 3
[AR2-0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000 detect-multiplier 3

ul

. BSHF BFD 2>1% .
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[AR1] display ospf bfd session all
[AR2] display ospf bfd session all

ZaATE AR1 A5 2| PU R -
[AR1]disp ospf bfd session all

OSPF Process 100 with Router ID 2.2.2.2
Area 0.0.0.0 interface 192.168.10.3(Eth-Trunk2.100)'s BFD Sessions

NeighborId:1.1.1.1 Areald:0.0.0.0 Interface:Eth-Trunk2.100
BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8198 LocalIlpAdd:192.168.10.3

RemoteIpAdd:192.168.10.1 Diagnostic Info:No diagnostic information

NeighborId:3.3.3.3 Areald:0.0.0.0 Interface:Eth-Trunk2.100
BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8197 LocalIlpAdd:192.168.10.3

RemoteIpAdd:192.168.10.2 Diagnostic Info:No diagnostic information
AR A BFoStat B, WoRN up , R BFD S iHEESL D).

4.7.2 BEAE P AIERINNAEF
TER KB AL E RIS TIEE (FEEMER), HRE T HM, FWI BN Master, FW2 {4 Slave,
1. f£ FW1 FRECE AN, FW1 fE&Ap 4 /E N Master.

[FW1] interface Eth-Trunk 3

[FW1-Eth-Trunk3] vrrp vrid 1 virtual-ip 192.168.20.2 24 active
[FW1-Eth-Trunk3] quit

[FW1] interface Eth-Trunk 4

[FW1-Eth-Trunk4] vrrp vrid 2 virtual-ip 192.168.30.2 24 active
[FW1-Eth-Trunk4] quit
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[FW1] hrp interface Eth-Trunk 1 remote 10.1.1.2 // BB OO, HERANNRE
[FW1] hrp enable

2. £ FW2 LHC & XML, FW2 7E& 4 1EA Slave.

[FW2] interface Eth-Trunk 3

[FW2-Eth-Trunk3] vrrp vrid 1 virtual-ip 192.168.20.2 24 standby
[FW2-Eth-Trunk3] quit

[FW2] interface Eth-Trunk 4

[FW2-Eth-Trunk4] vrrp vrid 2 virtual-ip 192.168.30.2 24 standby
[FW2-Eth-Trunk4] quit

[FW2] hrp interface Eth-Trunk 1 remote 10.1.1.1 // BB OO, HERANNRE
[FW2] hrp enable

FeEZJa, RAFRCE, KNG B& il ol % FW1 6. FW2 R I EHL (B KBS TFHLECA, 205 0Bl Wl iE I XU
Wr, 758 RN KA NS ISR, RO AT LWL IR K i Web 32 00 ) 1 &R -

39



(P2 THE) SLa ks

BEER
- "~
7% CPU 36% ) W& 15% CFE RERTE
SN 102475290792
B0 02355FMF
BREER USG6300E VB00R007C20SPC6E03
1SR AT A
WHREKE FT==h (F)
REER 2025-01-07 20:52:03
IE{TRIEE 0/ 0 H 11 /I\aT 37 558h

BZ...

Figure 6: i KB XHLIAAE (£, FW1D)
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IRE(ER
=~ “~
10% CPU 3% mE 15% CFE BEREE License
SN 102458421626
EiHm 02355FMF
BEER USG6300E V600R007C20SPC603

10EE 2 FW2

MNAFKES TESEH (8])

R IB R 1
H#ER 2025-01-07 20:18:57
IZTRHE 0308 11 /&t 41 £5%h
Bz

Figure 7: i KNI (%, FW2)

4.7.3 BidE DHCP PREZ 22

DHCP iR&5 s — ML BEERAE L, EARSZIhHINER R R, A DATEROSERE LACE DHCP ARS54%, ¥ VLANIF110 1 VLANIF120 £ 1 NHY
P EC TP HBIERIAE 5 28 S5,
1. fic & VLANIF110 #2 [ [1) DHCP Hbhikith
o fit B VLANIF110 22 1R [ 25 7 S A2 1t bkt 5 B TP b bk A AH 5% 9 2% 258

[CORE] interface vlanif 110

[CORE-V1anif110] dhcp select interface

[CORE-V1anif11@] dhcp server gateway-list 192.168.110.1
[CORE-V1anif110] dhcp server lease day 30
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[CORE-V1anif110] dhcp server dns-list 192.168.130.10 // N &2 AYDNSAR 55 28 ith tif
[CORE-V1anif11@] quit

2. it & VLANIF120 ¥ H 1 DHCP kit
o fit B VLANIF120 $22 1R ()% 7 g A2 bkt A Y TP ki AR 56 9 28 28

[CORE] interface vlanif 120

[CORE-V1lanif12@] dhcp select interface

[CORE-V1anif120] dhcp server gateway-list 192.168.120.1
[CORE-V1anif120] dhcp server lease day 60 // ER—MRE2LUBLAEIA
[CORE-V1anif120] dhcp server dns-list 192.168.130.10
[CORE-V1anif120] quit

B2 JG, BB PCl. PC2 N HEBHIRE 1P kb7 GERACE H 31358 DNS Hifik), #F DHCP Hulikiif A :
« f#H] display ip pool 74 #7& DHCP Hubikith (IfC & AR .

[CORE] display ip pool

Pool-name : Vianiflle

Pool-No : 0

Lease : 1 Days @ Hours @ Minutes

Position : Interface

Status : Unlocked

Gateway-0 : 192.168.110.1

Network : 192.168.110.0

Mask : 255.255.255.0

VPN instance : Private

Conflicted address recycle interval: -

Address Statistic: Total :253 Used :2
Idle :251 Expired :0
Conflict :0 Disabled :0

HEEF used FEPARHL 2. BEINFEAE — G LA EEFE IP HhbA DNS Hihik, W] RUE B B ik:  figure
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=5 = Internet HFHMhRE 4 (TCP/IPvY) [BE
= =EES
MEMEZSHIE, WaLIEESTEERN IP 22, SN, =EMM

——*:_{-f El.l DNS EEGEEAMEEEESH IP 2.

; Family Controller

@) EFEEE P HEHO)
10 |§1ﬁ| () ERFERT 1P HERES):

94-10-69-7A-2]

@) EFEE DNS FESEEhE)
() FEFTER DNS RERSHEHHE):

al Ethernet fdapter fo | : : : ‘
1-01

]

3

; - ERV)...
DNS flz 55 %3 ik

4.7.4 B2 B STP LUHBRMIS RAVIFEE
WHRTHFME] Figure 2 A B 52 B RRA :
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v v

\_I_,-l Cloud2

N S

DataServer

WebServer

Asso Boss

Figure 9: WM (52
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IHTBEAAFNE, RIMEEA R, A BAAEROERS FW1. FW2 Z RSN, Fitt, HEEEZOER. AksE FECE STP, mial kL
THBRZE RIS, AF% RSTP, MSTP S8 240U, BRI, DABHZE FW2 i%#% Private B3 Ethd N HEY, BECE STP 413

1. 7E£ CORE )5 H STP JMic & 4 2% .

[CORE] stp enable // BHA STP t#hi¥

[CORE] stp mode stp // ECE STP #E X A ir/E STP

[CORE] stp priority @ // i&E CORE By STP L%k 0 (#H{R CORE m AIRF)
[CORE] quit

2. £ FW1 LbJa H STP FFic E A2k .
[FW1] stp enable // B A STP #Hi¥
[FW1] stp mode stp // BE& STP R AIRE STP

[FW1] stp priority 4096 // &8 FW1 By STP fRER A 4096
[FW1] quit

3. f£ FW2 FJE H STP i B2 .
[FW2] stp enable // B R STP #hi¥
[FW2] stp mode stp // BEE STP RRA Aix A& STP
[FW2] stp priority 8192 // i&E& FW2 A9 STP kA 8192
[FW2] quit
4. 7 FW2 L [HZE45 5 i I
[FW2] interface Eth-Trunk 4

[FW2-Eth-Trunk4] stp disable // ZHF STP UFEZE Eth4 #wO
[FW2-Eth-Trunk4] quit

4.7.5 HHHOMXEE NAT
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HTHMAPE LR, BT TR TN, X —3R1E ARL Al AR2 FFECE NAT DHRE, 4Gk, ACL. EFASHLSt AN FTP ALG
UIRE,
1. Ad B Hhknh Al ACL
« 1£ AR1 i & kb

[AR1] nat address-group 1 172.163.1.10 172.163.1.252
o fE AR2 FCE Hdil it

[AR2] nat address-group 1 172.163.3.10 172.163.3.252
« 7E AR1 fil AR2 [ 8% ACL, DUCECTEE b ) P 0 B«

[AR1] acl 2000

[AR1-acl-basic-2000] rule permit source 192.168.110.0 0.0.0.
[AR1-acl-basic-2000] rule permit source 192.168.120.0 0.0.0.
[AR1-acl-basic-2000] quit

255
255

[AR2] acl 2000

[AR2-acl-basic-2000] rule permit source 192.168.110.0 0.0.0.2
[AR2-acl-basic-2000] rule permit source 192.168.120.0 0.0.0.2
[AR2-acl-basic-2000] quit

« {£ AR1 AT AR2 I H1 HY 151 F] ACL 2000, 5 DG HC Y I8 B r 0 iy 1l P DUASE Y s b o st ik 96 4T NAT $546e.:

55
55

[AR1] int g@/e@/2
[ARl—GigabitEthePnet0/0/2] nat outbound 2000 address-group 1 no-pat
[AR1-GigabitEthernet@/0/2] quit

[AR2] int g@/e/3
[ARZ—GigabitEthePnet0/0/3] nat outbound 2000 address-group 1 no-pat
[AR2-GigabitEthernet®/0/3] quit
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2. ML B NAT $hsm it
« 1F AR1 it & NAT FFASmisT,

[AR1] int go/e/2

[AR1-GigabitEthernete/0/2]
[AR1-GigabitEthernetoe/0/2]
[AR1-GigabitEthernet0/0/2]

« 7F AR2 i E NAT A ms,
[AR2] int go/e/3
[AR2-GigabitEthernet@/0/3]

[AR2-GigabitEthernet0/0/3]
[AR2-GigabitEthernet@/0/3]

3. JFJ3 FTP i NAT ALG ¢

[AR1] nat alg ftp enable

[AR2] nat alg ftp enable

SR AR R FE P T B A R TP Ml 172.163.1.9 7 6] N 5 FTP/Web IR %528 :

nat static protocol tcp global 172.163.1.9 21 inside 192.168.130.10 21
nat static protocol tcp global 172.163.1.9 80 inside 192.168.130.10 80
quit

SR AR R FE P st T B 8 ) TP bk 172.163.3.9 7 9] N 5 FTP/Web R %5 %5 :

nat static protocol tcp global 172.163.3.9 21 inside 192.168.130.10 21
nat static protocol tcp global 172.163.3.9 80 inside 192.168.130.10 890
quit

4. BF NAT B Hof0 s 25 WL i 2 5
4. 7£ AR1 1 AR2 FASFH NAT 5G4 Fi5 25 i 1 45 51

[AR1] display nat address-group 1

[AR1] display nat static

[AR2] display nat address-group 1

[AR2] display nat static

g5 40 Figure 10 A Figure 11 fix (UL R 00):
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[AR1]1disp nat address—group 1
MAT Address-Group Information:

Index Start-address End-address
1 172.163.1.18 1256300 252
Total : 1

[AR1]ldisplay nat outbound
MAT Outbound Information:

Interface Acl Address—group/IP/Interface Tupe
GigabitEthernet@/8/2 2800 1 no—pat
Total : 1

[AR11disp nat static
Static Hat Information:
Interface : GigabitEthernetB/s0/52

Global IP/Port : 172.163.1.9/21(ftp)
Inside IP/Port : 192.168.130.160/21(ftp)
Protocol : 6(tcp)

VPN instance—name : ———

Acl number )| PR

Vrrp id Y B

Netmask : 255.255.255.255

Description : ——

Global IP/Port : 172.163.1.9/80(wuww)
Inside IP/Port : 192.168.130.10/80 (Cwww)

Protocol : 6(tcp)

VPH instance—name : ——
Acl number T e
Vrrp 1d G S
Netmask : 255.255.255.255
Description : ——

Total : 2
[AR11

Figure 10: AR1 NAT it & &%
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[AR1]1disp nat address—group 1
MAT Address-Group Information:

Index Start-address End-address
1 172.163.1.18 1256300 252
Total : 1

[AR1]ldisplay nat outbound
MAT Outbound Information:

Interface Acl Address—group/IP/Interface Tupe
GigabitEthernet@/8/2 2800 1 no—pat
Total : 1

[AR11disp nat static
Static Hat Information:
Interface : GigabitEthernetB/s0/52

Global IP/Port : 172.163.1.9/21(ftp)
Inside IP/Port : 192.168.130.160/21(ftp)
Protocol : 6(tcp)

VPN instance—name : ———

Acl number )| PR

Vrrp id Y B

Netmask : 255.255.255.255

Description : ——

Global IP/Port : 172.163.1.9/80(wuww)
Inside IP/Port : 192.168.130.10/80 (Cwww)

Protocol : 6(tcp)

VPH instance—name : ——
Acl number T e
Vrrp 1d G S
Netmask : 255.255.255.255
Description : ——

Total : 2
[AR11

Figure 11: AR1 NAT Ji¢ & 45
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4.7.6 BAARSERY TIEBS B EG L%

INEIRE R TIVAZE TAERHRINAGEVT RSN, R, BB el K% B E X N 22 2 R0, B TAERRIEEA trust NRETIIA] untrust X3, K
WEEC B
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X
PEas: FrEERT Al LUIE T SRS SO POE E B T R RS . O DRSS ELR] s RBEMENG®
WOHEE AR | do_not_play N
it | |
CE |- NONE - v |
W% | A SN B |
EEANG® R trust |
[ o2 A X | untrust v | [#3E]
U hE X @D | [l employee |
H i X @ | Cintemet |
VLAN ID | %I AVLAN ID <1-4094>
ArSRE®  HA@ any x | (B3]
BEATA® any x |
L% @ any x |
%@ | any |
% ] | any | [£3E]
FE MR BN, & AT HASAIRBILIRE. Thre R
K e SRR TR
URL%} %5 | any | [Ei£]
v ] B | worktime v |
BiFRE B O i ® %k
Bk R @ [ | Reset7 /i [ | Resetfli % a2 [ ICMPA T ik
Hofth ik 75 (.‘) LRI L H LA NONE; i a8 5l iy o H A28 AL Dk 2018 HE 25 2 i -2 (LI [R:NONE; iz SCIFEHE 25, -

Figure 12: i & 4E TAEIN 18] B 9 A BE U7 7] 019
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477 BBEIROR S
£ LSW4 _ENiERZE] Boss IR HYREOAC B 22, LARORARIER MAC Htikn] DL A)3%356 H o
- HENEERZF] Boss B % ML BRI

—_

[LSW4] interface GigabitEthernet@/0/2
2. JA Hlo F 22 2T RE
[LSW4-GigabitEthernet@/0/2] port-security enable
3. BCERGTE MAC Mk, VMDA IF90E o — AN IER B 1 145 1) MAC Mt

[LSW4-GigabitEthernet@/0/2] port-security mac-address sticky

L

B 1% LSSV EBON MAC USSR Dy 1, B OR A — B0 ] DU 8110 1

[LSW4-GigabitEthernet®/0/2] port-security max-mac-num 1

4.7.8 BtE Web BR358%5 DNS RS338

ENNEICAEN EECBERS %8, 15 Apache24 7E Web iRS5 %%, 1%H: BIND 9 /£ DNS IR%5 %5, Apache FUBCE 1705, i BIND FJE(K
BCE+ES, TrEM, fEAERET,
4.7.9 e B LIRS

WG AP, JRJG DATCER ML IERE T HIEC B S tplogin.cn  (TP-Link AX3000), BffE, 1M ENA],

BHEROTZ, HEFRARIAT, &M, 1t AP IR RS, WICTRE IEHEAE SRR IIRE (P9I A P B & 1Y 9 1 TR L ping AN3E)
FEE TR I REMEN B Has (E . MIHRINEFR ELRA 2RIV RS E, A, WARAESIE AP FITIREM., A DA FAARSERCE It AP,

4.8 LI FRIEUN

52



(P2 THE) SLa ks

Fo2E DA R0 SRR TE RS 25 D RE -
P = AL AE A% 38 i DHCP 3KHL3) 1P Ml
A L2 ) T LA A 5

P9 9 = WL AT LSS TP k-7 1) Web R 4% 28

P I 2 ML AT DU I 3k 44 U5 17 Web AR 55 5% 5

YR LT LA I SRR I 9] 9 5 Web IR 4552

P WL AT AT i 4R R0 5

H I 55 ) Hilh 2 4 SR

By kI B A

R 1 S UL 5 4 /BED. CHUE D145

10. A IG I 11224,

o, B — W5 F )L m bk w2 &£ ¥ Oir 4 % ., B O£ A FH O£ 77 K Ok
4.8.1 AMiE(S
02 N EH L B2 7S P PAEAE ping 18, IXH LA PC1 #1 Boss. PC2 Fl Asso i {E AHl:

0 PN U w N e
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Figure 13: PC1 ping i Boss
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sersibAdministrat

indows IP FRE

Figure 14: PC2 ping ifi Asso
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4.8.2 AMifin] Web BRS5 2%
i FH ML Asso, ZHT 1P Hidik 192.168.130.10 i/517] Web ARSS 85
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@ m=mmya x  + - %
< A == | 192.168.130.10 e % O & (sEammss ;)

i3

CONSTRUCTION

ﬁ 20:17 |:|

2025/1/6

Figure 15: Asso i 1d IP 17 7] Web %5 7%
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JEIT 4 www.construction.com T[] iRS5 28 :
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@ ==unns x  + - %
< C A F== | construction.com e v O a {%;

g’ CONSTRUCTION

20:15
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Figure 16: Asso J#id 7jj 1] Web k55 %%
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4.8.3 JpFifIR] Web ARS5 23
FERIAMNA AL (Mt 172.163.5.1 ), ETARS I AR IP AR 2%
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< C R A Fze| 17216339 o
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Figure 17: Asso J#id Jjj 1] Web k55 %%
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IXIE AT DA RAR KA S AN [A) A DX SRR Il SRS R B TR, B Untrust XKA(AT PAYI A DMZ X35, DMZ XIS AT PAY5[A] Untrust X,

4.8.4 RIMRIFIRIRFIIEIE. NAT I8ESH O % BFD 1830

(AP AL PC1 AN EALEATK ping, REEHINA TN EITFEINE, &H, M shutdown a2 WiIT AR1 5 CORE HJIERL, 1£ PC1 BV
K ping ZEWIHF, ESMNRENL EWSIMELE RS, FHbR G240 NAT i, DU EHZEZ D,

BT R
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11 - BREE
THF) REEE) EENV) FMC) EE EEH)

Enter system view, return user view with Ctrl+/Z.
[AR1]disp ip int

[AR1]1disp ip interface br

[AR11ldisp ip interface brief

=down: administratively down

“down: standby

(1): loopback

(s): spoofing

{E): E-Trunk down

The number interface is UP in Physical is 7/
The number interface is DOWN in Physical is 5
The number interface is UP in Protocol 1s 3
The number interface is DOWN in Protocol is 9

Interface IP Address/Mask Physical Protocol
Eth-Trunkl unassigned up down
Eth-Trunkl. unassigned up douwn
Eth-Trunk? unassigned up down
Eth-Trunk?.100 192.168.10.3/24 up up
GigabitEthernetB/0/2 172.163.1.2/24 up up
GigabitEthernetB/0/6 172.163.2.1/24 douwn down
GigabitEthernet0/0/8 unassigned down douwn
GigabitEthernet8/0/9 unassigned douwn down
GigabitEthernetd/0/11 unassigned up douwn
NULL® unassigned up up(s)
Ylanifl 192 .168.1.1/24 douwn down
KGigabitEthernetB/0/0 unassigned down douwn

[AR1]int Eth2.100
[AR1-Eth-Trunk2. 1E1

[AR1-Eth-Trunk2.1067T=

Sl 01:54:3 BaEIl 9600 8-N-1

Figure 18: K ping /A
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M Figure 18 H1 0] LA 22 3]

- K ping WA Wit

« shutdown Ui I 2, tracert fn& iR [AIFEIEZEL T AR1, Bl 192.168.10.3 ;

« shutdown ¥if 12 F, tracert & IREIMEEEA N& T AR2, ) 192.168.10.2 .

PR EEEIMUEIR, IMEERINT:

Source Destination Protocol  Length Info
1 6.0660080 172.163.5.5 224.98.9.5 OSPF 78 Hello Packet

2 4.666962 172.163.1.10 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=210/5376@, ttl=123 (reply in 3)
3 4.667101 172.163.5.1 172.163.1.1@ ICMP 74 Echo (ping) reply  id=0x@eel, seq=218/5376@, ttl=128 (request in 2)
4 5.683867 172.163.1.10 172.162.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=211/54816, ttl=123 (reply in 5)
5 5.683985 172.163.5.1 172.163.1.10 ICMP 74 Echo (ping) reply  id=0x@e@1, seq=211/54016, ttl=128 (request in 4)
6 6.699094 172.163.1.10 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=212/54272, ttl=123 (reply in 7)
7 6.699224 172.163.5.1 172.163.1.18 ICMP 74 Echo (ping) reply  id=8x@@@1, seq=212/54272, ttl=128 (request in 6)
8 7.714371 172.163.1.10 172.163.5.1 ICMP 74 Echo (ping) request 1d=8x8081, seq=213/54528, ttl=123 (reply in 9)

172.163.5.1 172.163.1.1e ICMP 74 Echo (ping) reply id=exeeel, seq=213/54528, ttl=128 (request in 8)

10 8.729685 172.163.1.16 172.163.5.1 ICMP 74 Echo (ping) request 1d=0x80@1, seq=214/54784, ttl=123 (reply in 11)
8.729797 .163.5. 172.163.1.18 ICMP 74 Echo (ping) reply 1d=@xeeel, seq=214/54784, ttl=128 (request in 1)
12 9.445559 LCFCElectron_7@:e.. HuaweiTechno_29:6.. ARP 42 Who has 172.163.5.5? Tell 172.163.5.1
13 9.451430 . Sibashnamad: 6.. LCFCElectron_70:e.. ARP 60 172.163.5.5 is at f4:de:af:29:69:81
14 9.746317 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=215/5584@, ttl=123 (reply in 15)
15 9.746449 172.163.5. 172.163.3.1@ ICMP 74 Echo (ping) reply id=exeeel, seq=215/55040, ttl=128 (request in 14)
16 9.973989 172.163.5. 224.9.9.5 OSPF 78 Hello Packet
.760423 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=216/55296, ttl=123 (reply in 18)
2 A 172.163.5. 172.163.3.1@ ICMP 74 Echo (ping) reply id=exeeel, seq=216/55296, ttl=128 (request in 17)
19 11.775928 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request 1d=6x@e@1, seq=217/55552, ttl=123 (reply in 20)
20 11.776047 172.163.5. 172.163.3.18 ICMP 74 Echo (ping) reply  id=exeeel, seq=217/55552, ttl=128 (request in 19)
21 12.791385 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=218/55808, ttl=123 (reply in 22)
22 12.791517 172.163.5. 172.163.3.18 ICMP 74 Echo (ping) reply  id=0x@eel, seq=218/55808, ttl=128 (request in 21)
23 13.806943 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeee@l, seq=219/56864, ttl=123 (reply in 24)
24 13.807062 172.163.5. 172.163.3.1@ ICMP 74 Echo (ping) reply  id=exeeel, seq=219/56864, ttl=128 (request in 23)
25 14.822179 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=ex@e@l, seq=228/56320, ttl=123 (reply in 26)
26 14.82229@ 172.163.5. 172.163.3.1@ ICMP 74 Echo (ping) reply  id=exeeel, seq=228/56320, ttl=128 (request in 25)
27 15.837678 172.163.3. 172.163.5.1 ICMP 74 Echo (ping) request id=exeeel, seq=221/56576, ttl=123 (reply in 28)
28 15.837868 s 3 172.163.3.1e ICMP 74 Echo (ping) reply id=exeeel, seq=221/56576, ttl=128 (request in 27)

Figure 19: K ping AW

64



(P2 THE) SLa ks

WIEZ Figure 19, %E_EJ74IMENBIIRMINEISN 172.163.1.10 , B AR £85d NAT $5#0f5B9AMNA W SE bk, JX3EPH AR1 B/ NAT 4258 1658 8 2| 9 #b
ZIE], AN ENHHIRE—A ARP 32, WA'ER IP Hitlk, JXATRESE AR2 MEHIRASZ N T TIEIRAE, & ARP A, BEERIEE 9.7s, WMFENLAY
=" ping IR EIK, HT IR SRR S LRBNKRIFECN 1s, 1842 ping 25 ZX1EKAIN [AIERE, Bitnl W PC1 BBV ping 228 H %
R, fEIX2J5, ping MITEHINEYS N 172.163.3.10 , Bl AR2 28308 NAT B 5NN M SEHhE, XA AR2 _E Y NAT 2E5%,

AT R AT IS MC E I H

4.8.5 PIAIER SRR RTIIEE
AL T g T LA SE LR BB e TR

L SRR TAERS IR AP A% (PC1L PC2) Joikij I 4h A

PAPC1 Mfil, SUEIXFERNG, TEER LIENEL AETIERNER, PC1ZEHE ping EHNW FEAL,
B, ELIERRT, EHW KGRI s

65



(P2 THE) SLa ks

&"é USG6303E (F) &

HUAWE i1 iz 5 PALE
v IERE AL E R Bl )
o IEPACE
BEEH 2 E B ] v
« SNMP
X (+0)UTC M
o P IMACIHSI Q= o =t
« HiSec Insightlftz]
TREEH EahE T
o REHET
o BXEERE Vs
a AR

Figure 20: 7 K3 TAER B

66



(P2 THE) SLa ks

LA TGS
© B @ Fde ey TR O 26 £ By A [ Sy T RE b & EH © 88 [ sen ' R = C ¥ Fg bt T8 ik £
Q iR E A 7 ®FINEIRIR B
LRk FEEMIMNUESOTE. [EE]
FE &% ik IR VLAN ID BEZ£.. Bfv%... Fitht... Bgbit... BR RS FiF BiEER  EME HEZL) &Pl | =B fRiB
1 do_not_play any any any [ em... [ inte... any any any worktime ~ ZEIF 0 Bk &
2 dmz_to_other any any any  ser... any any any any any FeiF 0 Bk 1
Jem...
3 trust_to_other any any any [ ser... any any any any any I 1 8k E4
J boss
4 untrust_to_dmz any any any 2 Inte... . ser... any any any any FeiF 0 Bk 1
5 default This is ... any any any any any any any any any =k 41 Bk 1

Figure 21: |5 K45 A Ik B S iy o Bk &1 (ping FiTD
SXJE M PCI ping SMM, ZILREDS ping il WIEEHRME AL

67



(P2 THE) SLa ks

A A
@ ik en @ Fd e ey MG O 26 £ sdr SHA [ By TEREEahRE AR © 2R [ EE E RS = C iilH Fg bl T8 ka2
Q i AR N (B FRNNEEIm w
LEilkE: FTEEMIMUROTE. [EE]
FS BN g S VLAN ID | E&<€... H@Zk... [Eibht... Beit... BHP RS iz ] : 115 S i AEZe s | BH fmig
1 do_not_play any any any O em... Jinte... any any any worktime  ZE]E 2 &R A
———
2 dmz_to_other any any any [ ser... any any any any any i 0 =k E4
L em...
3 trust_to_other any any any [ ser... any any any any any T 1 &k %
[ boss
4 untrust_to_dmz any any any J Inte... [ ser... any any any any i 0 &k A
5 default This is ... any any any any any any any any any =) 41 SR [#

Figure 22: [Bj k3 A B B SEm& iy v OBGBIEL (ping &)
R E IR B N,
W4, FEARTTAERAIT, 2E B KEE S Y fr b O

68



(P2 THE) SLa ks

g’é USGB303E () &

HUAWE | i3 Jlct ] RRg i
v IERE AC B R Zei ]
o BfEhACE
BEEAT F-5h i B I+ (7] M
+ SNMP
A X (+0)UTC v

o = EMACIRA

HEH 00HINS e[
HiSec Insightlffzh

RIS S B AR

REH A
o HEE(HRE iz

Figure 23: [ K35 4E AR B

69



(P2 THE) SLa ks

LA HI K
@ P g @ B e MR O S0 £ sy SHEA [ Sy BERSEGRE ERA O %0 Mt BRI = W C RlE mg dbdnfl T8 kb Al
Q il AEA I 7R (RN ES I &
aiis: AT EEANUR OIS,  [ES)
FE &R faig e VLANID F&£.. Bi%.. iRiht.. Bgiis.. BHP s RZF ESEER | EifE REEE PRl B fRiE
el #
2 dmz_to_other any any any [ ser... any any any any any s 0 Bk K1
L em...
3 trust_to_other any any any [ ser... any any any any any T 0 iEkk [E4
] boss
4 untrust_to_dmz any any any  Inte... [ ser... any any any any sl 0 Bk E
5 default Thisis ... any any any any any any any any any ik 0 Bk =

Figure 24: [ K43 AR I Besfems iy o A (ping A7)
S8 )5 1 PC1 ping MM, KILREDS ping il . WL5E SR d Hh KL

70



(P2 THE) SLa ks

LA S
@ Frilde s us Qi Rl T Wk O 26 £ BI ESHA [ Sdv OERERGTRE R © B @AER BRI S kb C il o ah il TG kb
Q A E AN @ ERIERI Q
Lk AFFEERIMURIOYE, [EE]
FE & HEix IrE VLANID E¥&£... B#i%... Eibit.. Bgit.. BPF -6 vi::) BIEIER  EE HEZE SRR BB #Rig
=3l
2 dmz_to_other any any any [ ser... any any any any any Feif 0 &k
2 em...
3 trust_to_other any any any ] ser... any any any any any s 1 &k [#
] boss
4 untrust_to_dmz any any any D Inte... [ ser... any any any any Finas 0 Sk [#
5 default This is ... any any any any any any any any any Z=)F 15 &bk #

Figure 25: Bj kB JE AR BLSEm iy h kBB (ping J5)
TR B b B I
2. W iE SN ping NI # Y trust [X 5
TEAMM EHL E ping W PC1, KILTCIE ping 1@ :

71



(P2 THE) SLa ks

= C\WINDOWS\system32\cmd. X S v
B = Ilms, &K = 6ms, ¥ = 2ms
C:\Users\liao>ipconfig

Windows IP B E

IAKKIEE = LAKK :

EERER DNS B :

IPv4 ik : 172.163.5.1
: 255.255.255.0
: 172.163.5.5

C:\Users\liao>ping 192.168.110.146

IE7E Ping 192.168.110.146 BE 32 FHHHIE:
5 KB .
5 KR,
5 KB .
&5 KB,

192.168.110.146 B Ping &it{E 8 :
HIEE: BREX =4, BEW =0, X% =4 (100% EK),

C:\Users\liao>|

Figure 26: Untrust XI5k Vs 7] Trust XI5
Bk ¥ b WM % W 5 b oomomw B ', OEK B, ok A BB OR
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Windows IP &
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EhEds Ipvd bk . . . . . . . : 169.254.99.99
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BRIA M K . :

Figure 28: 4N A6 H Zh3RHL IP ik
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